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Evidence Based Risk Management 
Better management through better measurement 



State of the Industry 

Pseudoscience or Kuhn’s Protoscience 

• somewhat random fact gathering (mainly of readily 
accessible data) 

• a “morass” of interesting, trivial, irrelevant observations   
• A variety of theories (that are spawned from what he calls 
philosophical speculation) that provide little guidance to 
data gathering 



threat 
landscape 

asset 
landscape 

impact 
landscape 

controls 
landscape 

risk 

Suggested context: 
Capability to manage 
(skills, resources,  
decision quality…) 

Sources of Knowledge 



Risk Management 

State of Nature State of Knowledge State of Wisdom 

Evidence level 1 Lists Feeling like we’ve 
done something 

Evidence level 2 Simple derived values 
with ad-hoc modeling 

Outcomes with ad-
hoc deductive 
selections 

Evidence level 3 Formal Modeling Decision making 
constructs 

Evidence level 4 
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EBRM 

State of Nature State of Knowledge State of Wisdom 

Evidence level 1 Lists Feeling like we’ve 
done something 

Evidence level 2 Simple derived values 
with ad-hoc modeling 

Outcomes with ad-
hoc deductive 
selections 

Evidence level 3 Formal Modeling Decision making 
constructs 

Evidence level 4 
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The VERIS Framework 



What is the VERIS framework? 

The Incident Classification section employs Verizon’s A4 threat model 

1 2 3 4 5 >	   >	   >	   >	  Incident as a 
chain of events >	  

A security incident (or threat scenario) is 
modeled as a series of events. Every event  
is comprised of the following 4 A’s: 

Agent: Whose actions affected the asset 
Action: What actions affected the asset 
Asset: Which assets were affected  
Attribute: How the asset was affected 

https://verisframework.wiki.zoho.com/ 



What VERIS does 

VERIS is a set of metrics designed to provide a 
common language for describing security incidents 
(or threats) in a structured and repeatable manner. 

The overall goal is to create a foundation for data-
driven decision-making and risk management. 



What VERIS does 

INCIDENT REPORT 
“An attacker from a Russian IP address 
initiated multiple SQL injection attacks against 
a public-facing web application. They were 
able to introduce keyloggers and network 
sniffers onto internal systems. The keyloggers 
captured several domain credentials which the 
attackers used to further infiltrate the 
corporate network. The packet sniffers 
captured data for several months which the 
attacker periodically returned to collect…” 

VERIS takes this and… 



What VERIS does 

…and translates it to this… 

Event 1 
Agent: External (Org crime) 
Action: Hacking (SQLi) 
Asset: Server (Web server, Database) 
Attribute: Integrity 
Event 2 
Agent: External (Org crime) 
Action: Malware (Keylogger) 
Asset: Server (Web server) 
Attribute: Confidentiality 
Event 3 
Agent: External (Org crime) 
Action: Hacking (Use of stolen creds) 
Asset: Server, Network (multiple) 
Attribute: Confidentiality, Integrity 
Event 4… 

1 2 3 4 >	   >	   >	   >	  



What VERIS does 

…and over time to this… 



What VERIS does 

…and enables this… 

Data-driven decisions 



What VERIS does 

…to better achieve this. 
(and that’s what it’s all about, right?) 

Risk    &   Spending 
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The VERIS community project 



Community Participation 

•  1921 total submissions since launch in November 
• Majority resulted from probes and attacks (mostly a bunch 

of NVPs) 
• Many resulted from people playing with the app 
• ~ 60 genuine incident submissions 



VERIS Community Data 



Let’s look at a scenario 

External 
Hacking  

Servers & Applications 
 Confidentiality 



2010 Investigative Response Data 



VERIS Community Data 



2010 Investigative Response Data 



2008-2010 Investigative Response Data 



Let’s look at a scenario 

External 
Hacking  

Servers & Applications 
 Confidentiality 



What controls would be relevant to this scenario? 



How about another scenario? 

External 
Physical 

Offline Data 
Confidentiality 



What controls would be relevant to this scenario? 



Mapping action types to identified vulnerabilities 

Hacking ->  Exploitation of default 
or guessable credentials 

Web Application User with Easily 
Guessable Admin Password 

Cisco Devices with Default 
Credentials 

Default Oracle Authentication 
Credentials 

Easily Guessable Password for 
"admin" User 

Guessable Credentials Discovered 

Microsoft SQL Server Account with 
Guessable Password 



Measure distributions of impact 



So…where can we head with all this? 

• Understand control effectiveness 
• Identify control efficiencies 
• Identify optimized controls sets 
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A vision of EBRM Metrics 





Incident Frequency – Executive Dashboard 



Agent Breakdown (High Level) 



Action Breakdown (High Level) 



Asset Breakdown (High Level) 



Attribute Breakdown (High Level) 



Incident Impact – Executive Dashboard 



Impact (High Level) 

$470,004 

$3,982,000 

$50,000 

min 

max 

actualize
d 

Impact from This Month's Incidents  
(aggregate expected) 



Incident Impact –Impact Values By High Level 
Determinants 



Determinant Drill-Down 



DBIR: www.verizonbusiness.com/databreach 
VERIS: https://verisframework.wiki.zoho.com/ 
Blog: securityblog.verizonbusiness.com 
Email: dbir@verizonbusiness.com 


