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Nature of Attacks  
80% of attacks leverage 

known vulnerabilities and 
configuration management 

setting weaknesses 

2 



Presenter’s Name          June 17, 2003 3 

“Attack Readiness”  . 

What time is spent on 

 Faster action =  

  lower potential risk 
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iPost creates 24 hour trading 
for risk market decisions.   

The dashboard shows what are the 
hottest risks in local markets: 
 organizations,  
 systems,  
 companies maintaining our 
systems;  
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     Results First 12 Months 
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Personal Computers and Servers 
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Date 

MS10-018  
Patch  

Coverage 

Risk scoring moves State Dept 
 from 20 - 85%  patched  

in six (6) days:    April 3 – 9, 2010 

Operation Aurora Attack 
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 Call a Problem 40x Worse 



Presenter’s Name          June 17, 2003 

0% 

10% 

20% 

30% 

40% 

50% 

60% 

70% 

80% 

90% 

100% 
8/

12
/2

01
0 

8/
13

/2
01

0 

8/
14

/2
01

0 

8/
15

/2
01

0 

8/
16

/2
01

0 

8/
17

/2
01

0 

8/
18

/2
01

0 

8/
19

/2
01

0 

8/
20

/2
01

0 

8/
21

/2
01

0 

8/
22

/2
01

0 

8/
23

/2
01

0 

8/
24

/2
01

0 

8/
25

/2
01

0 

8/
26

/2
01

0 

8/
27

/2
01

0 

8/
28

/2
01

0 

8/
29

/2
01

0 

8/
30

/2
01

0 

8/
31

/2
01

0 

9/
1/

20
10

 

9/
2/

20
10

 

9/
3/

20
10

 

9/
4/

20
10

 

9/
5/

20
10

 

9/
6/

20
10

 

9/
7/

20
10

 

9/
8/

20
10

 

9/
9/

20
10

 

9/
10

/2
01

0 

9/
11

/2
01

0 

9/
12

/2
01

0 

MS10-042 – August 2010 
Percent of applicable devices patched 

Expected Value (Based on all reporting 
machines) 
Lower Bound (Assumes all non-reporting 
machines are non-compliant) 

 

Efficiency is Repeatable & Sustained 

  when charging 40 risk points 
     0 - 84% in seven (7) days 
      0 - 93% in 30 days 

     



Presenter’s Name          June 17, 2003 11 11 

Intrusion  
Detection –  

What and How? 
Incident  

Management – 
Who and Where 

Risk Scoring 
Targeted  

Remediation 
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