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Threat Sequences
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Withdraw

Conceal & Maintain

Acquire Target

Lateral Movement

Actions on Objectives

Command & Control

Exploitation

Delivery

Weaponization

Reconnaisance
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10. Withdraw

9. Conceal and Maintain

8. Execute

7. Acquire Target

6. Establish Control

5. Lateral Movement

4. Establish Foothold

3. Entry

2. Start

1. Reconnaissance
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What detection indicators apply to each base type of action? 

What attributes of actions tell us to go back and look for other detection 
indicators? 
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Data Source 1 2 3 4 5 6 7 8 9 10

Web server logs

Email server logs

DB logs

TwCSec assessment

VLAN logs

AD domain change reports

OS Windows event logs

OS other desktop logs

AV logs

Host scan logs

HIDS

ACS/FEP event logs

Web proxy logs

IDS/IPS logs

Firewall logs
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observable expression

differentiation

find serious actors in background noise 
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firm 
underpinnings for how people act within groups
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tested to show statistically significant differentiation
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country pdi idv mas uai ltowvs ivr 

Africa East 64 27 41 52 32 40 

Africa West 77 20 46 54 9 78 

Argentina 49 46 56 86 20 62 

Australia 36 90 61 51 21 71 

Austria 11 55 79 70 60 63 

Canada 39 80 52 48 36 68 

Chile 63 23 28 86 31 68 

China 80 20 66 30 87 24 

Colombia 67 13 64 80 13 83 

India 77 48 56 40 51 26 

Indonesia 78 14 46 48 62 38 

Iran 58 41 43 59 14 40 

Ireland 28 70 68 35 24 65 

Israel 13 54 47 81 38 #NULL! 

Italy 50 76 70 75 61 30 

Philippines 94 32 64 44 27 42 

Poland 68 60 64 93 38 29 

Sweden 31 71 5 29 53 78 

U.S.A. 40 91 62 46 26 68 

Venezuela 81 12 73 76 16 100 

Vietnam 70 20 40 30 57 35 



Qual rating (0-lo-med-hi-1) appears sufficient to differentiate
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Free actors? Corporate? Military?  
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