only the wisest and stupidest of
men never change

Confucius
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State of the Industry

Ranum: Pseudoscience

- somewhat random fact gathering (mainly of
readily accessible data)

- a "‘morass’” of interesting, trivial, irrelevant
observations

- A variety of theories (that are spawned
from what he calls philosophical
speculation) that provide little guidance to
data gathering
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including capabilities (skills, resources, decision quality...)
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Managing risk means aligning
the capabillities of the
organization, and the exposure
of the organization with the
tolerance of the data owners

- Jack Jones




"
verizon

yyyyyyyyyyyyyyyy

Verizon RISK Team: Operating Model

" VERIS is our framework that provides
context
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Cybertrust Security

A Brief Overview of VERIS
(the Verizon Enterprise Risk &
Incident Sharing Framework)




Verizon has shared data




2010 ~ 900
cases

(900 million

records)
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Verizon Is sharing our
framework




Verizon Enterprise Risk & Incident Sharing
(VERIS) Framework
it's open™!

* kinda




What is the Verizon Incident Sharing (VERIS)
Framework?

-A means to create metrics
from the incident narrative

- how Verizon creates measurements for the DBIR
- how *anyone* can create measurements from an incident

- http://securityblog.verizonbusiness.com/wp-content/uploads/
2010/03/VerlS_Framework Beta_1.pdf
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What makes up the VERIS framework?

- Demographics

- Incident Classification
- Event Modeling (a%)

- Discovery & Mitigation

- Impact Classification

- Impact Modeling
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What VERIS Contains

The Incident Classification section employs Verizon’s A% event model
ki " environmental A security incident (or threat scenario) is
modeled as a series of events. Every event is
comprised of the following 4 A’s:

external

Agent: Whose actions affected the asset
| Action: What actions affected the asset Asset:
O pisssain Which assets were affected Attribute: How the
asset was affected

intemnal agent

pariner ——
type attribute s

function

integrity

Incident as a ’ ’ . .
chain of events> . - ‘ ‘

14
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veriyon

Cybertrust Security

incident narrative ) incident metrics
demographics incident classification (a%) g‘isr:\;i(:i\éeart)i/on impact classification

Qe | P4 (5D

i dd | 9B 02 0,
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demographics
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incident classification (a%)
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data set

discovery
& mitigation
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impact classification
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verizon VERIS Data Comes From...

" External Sources

" Internal Sources

" DBIR + Secret Service is the start of
the VERIS data set.
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'Good Lord Of The Dce,
Moaels and data sharing!

Ll
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verizen Using VERIS (DBIR) Data

(Verizon’s Internal Model)

" Traditional GRC dictates “likelihood &
impact”

" VERIS Data can be used to in
“traditional” risk management

"~ weights

" distribution development
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Using VERIS (DBIR) Data

(Verizon’s Internal Model)

External Internd! Partner
Ma ware

External Intermal Partner
Hacking

External Internal
Social

Partner

External Internal Partner
Misusc

External Intemnal
Phwsica

Partner

External Interna! Partner
Errgr

External Internal Partner
Envlronmcngl

Servers &
Appliations

Confidentiality
Possession
integrity
Authenticity
Availability
URility

Networks &
Devcices

Confidentiality
Possession
Integrity
Authenticity
Avallability
Ueility

End-User
Systems

Confidentiality
Possession
Integrity
Authenticity
Availabllity
URility

Offline Data

Confidentiality
Possession
integrity
Authenticity
Availability
URility

People

Confidentiality
Possession
Integrity
Authenticity
Availabllity
Utility

Total threat scenarios:

630
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What VERIS Does

= Requirement for High
Control Effectiveness

= Requirement for Medium
Control Effectiveness

< ”’J = Requirement for Low ;
Control Effectiveness e 0S® ot

W
et <

NS o < |
“ao\“‘?- >

Business
Requirements
for Security

1| - © ﬂ Data-driven decisions

Recommended controls to achieve
business requirements for security
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Friederich Hayek
Invades my dreams to
give me visions of a
future approach

or, “How Jose Cardenal's
sweet afro could change
the iIndustry!”
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the synthesis of
information creates a
“one true risk statement”
which overtime becomes
a multitude of
probabilistic point
statements




for the appendix
| he actual results will just say

High Risk

from Mark Curphey’s SecurityBull$#!*
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These “risk” statements
you’'re making, | don’t
think you’re doing it right.

- (Chillin’ Friederich
Hayek)
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JOSE CARDENAL
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CARD No. 4

CONNORS

ANGELES BASEBALL

jortul hard-hitting

baseman. One= Batting

A e n
most owut AVerag(

NSATIONAL STAMP OFFER
‘Treasure Hunt'” Mixiure

ou! 20

re hunt. Ab J

VNP ck
wwine fore o posiage stamps

' many ports of the

duglly, these stamps

‘s thrilling

setor 2 Moather's
':._..;,"‘|f |:'_*-l'_ nd 10¢c to: W E H-QRR:S Ev ‘:O

3ox 2 Besten 17. Mossachusstly, World's
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LOS ANGELES DODGERS™ — INFIELDER
HL.—6'1"; Wi.-205; Bats—Right; Throws—Right;
Born—April 4, 1924; Home—Brooklyn, New York
A veteran of 16 years with the Dodgers,

1S the NL’s greatest right-hand
e run hitter in history. In
his 361st | equal

MAJOR LEAGUE BATTING RECORD
Games | At Bat | Runs Hits
1961 109 ?
LIFE | 2,006
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~ HT: 64" WT.230 THROWS: RIGHT BATS: RIGHT
_] DRAFTED: RED SOX #1-JUNE, 1983 ACQ: TRADE, 2-18-59
BORN: 8-4-62, DAYTON OH HOME HOUSTON, TX

mm RO (LEAGUE LEADER I mnw ==

\l\‘, ! & ::!*l;
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g
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Dustin Pedroia SECOND BASE « BOSTON

Height: 5'9" Weight: 180 Date of Birth: Aug 17, 1983 Bats: Right Throws: Right

In addition to winning their first World Series in 86 years, the Red Sox also drafted well in
2004 by selecting Dustin Pedroia and his Laser Show in the second round (with the club's
first pick). Pedroia was worth 6.6 WAR in 2008 as he won the AL MVP award. Over the past
three seasons, he has totaled 15.4 WAR. In the next five campaigns, he is projected to be
worth 24.3 WAR, which would make him the most valuable second baseman in the
American League (and the most valuable member of the Boston Red Sox).

Card 16 of 50

RAA WAR
LAST 4 YEARS RUNS ABOVE AVERAGE (RAA) 77.1 146
06 BOS -11.1 -0.8
07 BOS 19.6 3.8
08 BOS 42.2 6.6
09 BOS 26.4 5.0
NEXT 5 YEARS PROJECTED BY STEVE SOMMER 124.1 243
10 PROJ 29.1 5.3
11 PROJ 28.4 Sk
12 PROJ 24.5 4.8
13 PROJ 23.0 4.7

14 PROJ 19.1 4.3
20 -10 0 10 20 30 40 50 60

‘10
W Offense [ Defense [ Position Data source: FanGraphs.com SaberCards
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VERIS Software (shnhhhhhh)

B QO [ contmey vim crent Montor [ verzon ncisen: s g

€ 9 C ¢ nhtp//iristesticsl.net/

»
Verzon Incident Classification and Reporting
Over what span of ime Cid this incdent take place? Please provide an es3mae 1or each phase lisied below
| Not Applicable 3] [ Not Applicable ]
Discovery to Contalnment
e 2. Incident Classification | Not Applicable B
@ Agents
o Actions How was the Incident discovered?
i more Mian one discovery was involved (i.e., victim noticed unusual system behavior and then checked 109s 10
0 Assets confiem an Incident), it is preferred that you select the primary (or frst) means of discovery (what tipped them off?), If
o Attributes muliple MeMods contributed significantly and/or at the Same Ime, you do have Tie oplion 1 choose more than
one. For instance, if an IDS detacied he attack and a 3rd party was monitoring the IDS, select both "IDS™ and “3rd
party event monitoring”.
3. Discovery & Mitigation
Your Selections
+ No selections yet
. 4. Impact Classification Make Selections
5. Final View &
Report Generation
What is the most straightforward, efficient (yet effective) way(s) this incident could have been prevemed?
Would you describe these measures as simple and cheap, difficult and expensive, or something in-between?
..... o™ A !~ w w m” a :

Tuesday, August 10, 2010




o4 Using VERIS (DBIR) Data

(data sharing)

- VERIS data can provide comparative
analytics

"~ This would be extremely useful in a
notional view of risk management

" Incidents are evidence of (in)
effectiveness

"~ hey Richard, time framing VERIS
events might help answer the “why 2
hours” question you get!
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multitude of
probabilistic point
statements...
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the deconstruction of risk
information to create
a balanced scorecard?
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a VERIS-data based scorecard with
synthesis not based on probabilistic point
statements, but on correlation to
successes and failures (can/should be
supplemented with other operational and
business metrics).

Threats
Frequencies
Capabilities

Variety

(Patterns of tactics)

Assets

Frequencies in incidents
vulnerability management
capability & management
metrics

Controls

capability & management
metrics

incidents back to decision
management

Impact
histories (internal, external)




a VERIS-data based scorecard with
synthesis not based on probabilistic point
statements, but on correlation to
successes and failures.

Informative:

(We know these traits are
more indicative of
“failures” or “successes”
- esp. if we could ever
build on Visible Ops for
Security research)

Comparative:
(“We rank well” or “We
suck eggs”)

Business Relevant:
(“Sucking eggs at these
things leads to these
sorts of compromise
which leads to losses
somewhere in this
distribution.”)
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evidence based medicine, meet information security

What is evidence-based risk
management?

a deconstructed, notional view of risk




Risk Modeling becomes Operationally Important

Tuesday, August 10, 2010



Patterns are cool.

- (Chillin’ Friederich
Hayek)
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discovery impact classification
& mitigation P
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demographics
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threat information

incident classification (a%)
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impact classification
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threat information - shared data

incident classification (a%)

o) o2 a2 «? oaf
Co o g Yo “p

af! o) af) a2
2 =a “a Y s

ol a2 e el af
Co o g Yg g

A4

A"

485t

o) o2
e “e

@)
> s >
2 o “a

o2 el al o

lﬂ >
e “a Yo “a

Ce

o) a2 a2 e af
g Vog Yog Tug oy

discovery
& mitigation

r+
r+
r+
r+
r+
r+

impact classification

$5 3

$$ %
$$ %
$$ %
$$ %
$$ %

Tuesday, August 10, 2010



-
Py S
- Ty

————
- -~
-t .2

~
Ny
N
. . ]
/
\

pm—————
-

s
-~ -
-
~~-----_“

=
g oo
~ -
Rt S

~SoEn o

-
Py Sea
- ey

-~ -
- -
- -

~ed o

Tuesday, August 10, 2010




evidence-based risk management:

data driven treatment.




yyyyyyyyyyyyyyyyy

https://verisframework.wiki.zoho.com

@alexhutton
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