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CYBER METRICS TODAY

o Metrics (actionable) or Statistics (interesting)?

o Clear purpose for metrics — today it's scrabbled eggs
o Capability
e Reduction of attacks
e Reduction of individual actions
o Compliance

o Begins with taxonomy — still chasing the pieces and
parts

o Real failure — the data — the collection — very subjective

o No Actionable Results
e Understanding the scope of an incident
e What is the ultimate goal of the incident

e Less to do with individual events — everything to do with
patterns
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NIST 800-61
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US-CERT Quarterly Trend Report

Description

CAT1

Unauthorized
AcCcess

In this category an individual gains
logical or ph*,vsmal access wﬂmut
permission o a cﬁ
network, system, applicafion, data,
or other resource.

CAT 2

Denial of
Sernvice
(DosS)

An attack that successfully prevents
or impairs the normal authorzed
functionality of networks, systems
or applications by exhausting
resources. This activity includes
being the victim or panicipating in
the DoS.

CAT 3

Malicious
Code

Successful installation of malicious
software (e.g., virus, worm,
spyware, Trojan horse, or
other code-based malicious entrt'_.r
that infects or affects an operating
system or application. Agencies are
MOT required to report malicious
logic has been successiully
quarammm by antivirus (4%)

CAT 4

A person violates acceptable
computing use policies

CATS

Scans,
Probes, or

Attempted
Access

Any activity that seeks to access or
identify a federal agency computer,
open ports, protocols, service, ar
any combination for later explu'rt.
This activity does not directly result
in @ compromise or denial of
sernvice.

CAT G

Investigation

Uncomfirmed incidents of potentially
malicious or anomalous activity
deemed by the reporiing entity to
warrant further review.

B Federal Government

Cther
Tatal:

01-Unauthorized Sccess 1.7%
Dz2-Drenial of Service 0.2%
03Mdicions Code 4, 3%
O4-Improper Usage 1.9%
05-Scans/ Probesattempted Sccess  S8.9%
De-Inweshgation 3.1%
Tokal: 100.0%

01282




NIST Special Pub 800-61

Table 3-3. Excerpt of a Sample Diagnosis Matrix

Denial of Malicious Unauthorized | Inappropriate
Service Code Access Usage
Files, critical, access attempts Low Medium High Low
Files, inappropriate content Low Medium Low High
Host crashes Medium Medium Medium Low
Port scans, incoming, unusual High Low Medium Low
Port scans, outgoing, unusual Low High Medium Low
Utilization, bandwidth, high High Medium Low Medium
Utilization, email, high Medium High Medium Medium

Table 3-4. Effect Rating Definitions

Value Rating Definition
0.00 Mone Mo effect on a single agency, multiple agencies, or critical infrastructure
010 Minimal Megligible effect on a single agency
025 Low Moderate effect on a single agency
050 Medium Severe effect on a single agency or negligible effect on multiple agencies or critical
infrastructure
0.75 High Moderate effect on multiple agencies or critical infrastructure
1.00 Critical Severe effect on multiple agencies or critical infrastructure
Table 3-5. Criticality Rating Definitions
Value Rating Definition
0.10 Minimal Mon-critical system (e.g., employee workstations), systems, or infrastructure
025 Low System or systems that support a single agency's mission (e.g., DNS servers, domain
controllers), but are not mission crtical
050 Medium System or systems that are mission cntical (e.g., payroll system) to a single agency
075 High System or systems that support multiple agencies or sectors of the cntical infrastructure (e.g.,
root DNS servers)
1.00 Critical System or systems that are mission critical fo multiple agencies or crtical infrastructure




NIST Special Pub 800-61 continued

To determine the overall severity rating for an incident, organizations should use the following formula:

Overall Severity/Effect Score = Round ((Current Effect Rating * 2.3) + (Projected Effect Rating * 2.3) +
(System Criticality Rating * 3))

Using the resulting score, organizations can apply the respective overall rating to the incident, as shown in
Table 3-6.

Table 3-6. Incident Impact Rating

00.00 — 0099 Mone
01.00-02.49 Minimal
0250-03.74 Low
03.75-04.99 Medium
05.00-07.49 High
07.50-10.00 Crtical




FISMA FY10

Table 1. Incidents Reported to US-CERT by Federal Agencies in FY 2010

Incidents Category # of Incidents % of Total Incidents
Unauthorized Access 5,175 13.8%
Dental of Service 23 0.1%
® Phishing 56,579 52.7%
® Virus/Trojan/Worm/Logic Bomb 11,001 10.2% Malicious Code 12;364 30 8%
B Malicious Web Site 7,871 7.4%
® Non Cyber 7,741 7.2% Improper Usage 1329 17.5%
B Policy Violation b,BEE 6.4%
= Equipment Theft/Loss 5,395 c o8 Scans, Probes, and Attempted Access 4419 10.6%
Suspicious Network Activity 3,121 2.9% —
Attempted Access 2712 53 Under Investigation / Other 11,336 27.2%
Social Engineering 1571 15% Total 41,??6 100.0%
» Others 4,460 4.2%
Total 107,439 100.0%
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DATA, COLLECTION METHOD, ANALYSIS

o Subjective

o Reporting by phone or form
o Spreadsheets, adhoc reports
o Report de jour — not purpose
o Not even statistics

o Tells us nothing




CIS METRICS

Broad Scope - incident, vulnerability, patch, application, CM, financial

incidents?

intended?

How well do we manage the exposure of
the organization to vulnerabilities by
identifying and mitigating known
vulnerabilities?

How well are we able to maintain the
patch state of our systems?

Can we rely on the security model of
business applications to operate as

How do changes to system configurations
affect the security of the organization?

What is the level and purpose of spending
on information security?

How well do we detect, accurately
identify, handle, and recover from security

Mean Time to Incident Discovery
Number of Incidents

Mean Time Between Security Incidents
Mean Time to Incident Recovery

Vulnerability Scanning Coverage

Percent of Systems with No Known Severe
Vulnerabilities

Mean Time to Mitigate Vulnerabilities
Number of Known Vulnerabilities

Patch Policy Compliance
Patch Management Coverage
Mean Time to Patch

Number of Applications
Percent of Critical Applications
Risk Assessment Coverage
Security Testing Coverage

Mean Time to Complete Changes
Percent of Changes with Security Reviews
Percent of Changes with Security Exceptions

IT Security Spending as % of IT Budget
IT Security Budget Allocation




CIS DEFINITION

Vulnerability Scan Coverage

Objective

Vulnerability Scan Coverage (V5C) indicates the scope of the organization’s vulnerability identification process.
Scanning of systems known to be under the organization’s control provides the organization the ability to identify
open known vulnerabilities on their systems. Percentage of systems covered allows the organization to become
aware of areas of exposure and proactively remediate vulnerabilities before they are exploited.

Table 10: Vulnerability Scan Coverage
Metric Mame Vulnerability Scan Coverage

Version 1.0.0

Status Final

Description Vulnerability Scanning Coverage (VSC) measures the percentage of the organization’s
systems under management that were checked for vulnerabilities during vulnerability
scanning and identification processes. This metric is used to indicate the scope of
vulnerability identification efforts.

Audience Management, Operations j




CIS MEASURE

Question

Formula

Units
Frequency

Targets

What percentage of the organization”s total systems has been checked for known
vulnerabilities?

Positive imteger value that is greater than or equal to zero but less than or equal to 100%. A
value of "1002¢" indicates that all systems are covered by the vulnerability scanning process.

Vulnerability Scanning Coverage is calculated by dividing the total number of systems
scanned by the total number of systems within the metric scope such as the entire
Oorganization:

Count(Scanned Sysfems)

— *100
Count(All_Systems_Within_Organization)

Percentage of systems
Weekly, Monthly, Quarterly, Annually

V5C values should trend higher over time. Higher values are obviously better as it means
miore systems have been checked for vulnerabilities. A value of 100%: means that all the
systems are checked in vulnerability scans. For technical and operational reasons, this
number will likely be below the theoretical maximum.




MAKE UP OUR MIND

o Compliance
o ldentification of “stuff”
o System Action
e Hardening
o Incident Handling Improvement

o Mission Protection — hard to do when we rarely know
what actually happened and what left the house.
e Reduction of Data Loss
e Reduction of IP loss
e Prevention of mission compromise

o Risk Measurement and Metrics
o Cart before the horse
o WHAT IS THE PURPQOSE?




PURPOSES

o Measure the problem

o Get people to fix things

o Get people to pay for things

o Get people to change the way they are doing things

o See If what you are doing is making a difference

o Move up In priority

o Satisfy compliance, IG, GAO, Regulators, the Hill,
your boss

o Interesting fodder for the press




MAKING METRICS ACTIONABLE

1. Define the metrics program goals and objectives
2. Decide which metrics to generate

3. Develop strategies for collecting data that metrics
will be based on

4. Develop strategies/models for generating the
metrics

Establish benchmarks and targets

Determine how the metrics will be reported

. Create an action plan and act on it, and

Establish a formal program review/refinement cycle

N o 0k




FAILURE OF CURRENT CYBER METRICS

o The lack of good estimators of system security.

o The reliance on subjective, human, qualitative
(descriptive and subjective — as opposed to
guantitative — numeric and precise) input.

o The current acceptance of bad metrics due to lack
of knowledge

o Accepted use of very old taxonomy




NEXT STEPS FOR CYBER METRICS

o Develop Formal Models of Security Measurement
and Metrics

o Define both present and historical data collection
and analysis process

o Measurement process
o Actionable Goals and Objectives
o Examine process regularly to ensure currency
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