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What is CVSS?

Å¢ƘŜ ά/ƻƳƳƻƴ ǾǳƭƴŜǊŀōƛƭƛǘȅ ǎŎƻǊƛƴƎ ǎȅǎǘŜƳέ

ÅA severity metric for security vulnerabilities in 
software products

ÅA widely used, de-facto standard. (e.g. at NVD)



CVSS 

ÅAssigns vulnerabilities a score of 0-10
(10 = most critical)

ÅScores are based on collections of metrics e.g. 
the vuln. exploitability, impact on information 
confidentiality, etc.

ÅThe CVSS metrics are divided in 3 groups: 
Base, Temporal and Environmental. 



The common vulnerability scoring system



CVSS usage in the industry 

CVSS scores are often used to prioritize 
vulnerability responses

ÅApply bug fixes

ÅRoll out patches

ÅBuild workarounds 

ÅΧ



CVSS usage in the industry 

Problem: Many use CVSS information (e.g. 
ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ b±5ύ άŀǎ-ƛǎέ

ĄLeaving out temporal metrics (e.g. Exploitability)

ĄLeaving out environmental (context) metrics: 
Security requirements

ĄCVSS is not used to its full potential



The common vulnerability scoring system



No context info in CVSS

0 1 2 3 4 5 6 7 8 9 10.9

Nr. of vulnerabilities in 3 months of VND records with a score of:

Using only the base metric group results in too

many vulnerabilities with the same scores



9ȄŀƳǇƭŜΥ b±5 ŜƴǘǊȅ ά/±9-2009-лслфέ 

Denial-of-service (DoS) vulnerability in the Sun Java 
System Directory Server.

Base score of 7.8points. (Categorization: High)

If a company, has a high requirement for availability 
and exploits for the vulnerability  are already 
available, the score changes to:

Score of 10points. (Categorization: Critical)



Different scores, so what?

Companies use scores to categorize and prioritize 
vulnerability response processes

Execution costs of vuln. response processescan vary:

ÅCritical vulnerabilities need faster response times

ÅMay require unscheduled reboots that affect productivity.

Å Indirect costs when patches with potential side effects on 
other systems have to be rolled-out without prior testing.

ÅLower priority response processes can be executed during 
regularly scheduled system maintenance windows.



Invest in gathering context 
information

Using CVSS built in context metrics 
can improve overall vulnerability 
prioritization, response and save 
costs.

tǊƻōƭŜƳΥ άGathering context info 
is expensive, how can we 
estimate whether it will be 
worth it?έ



A little experiment with 
available and artificial data



How can we estimate whether it 
will be worth it?

Use available data:

Step 1: Assign a cost factor to the execution of each category of  vulnerability 
response processes (low, med, high, critical)

Step 2: Gather publicly available vulnerability data (e.g. NVD)

Add artificially created data:

Step 3: Estimate the likelihood of patch and exploit availability based on models 
developed in the literature

Step 4: Elicit high level security requirements in the organization. Use them to 
determine the likelihood of high, med, low requirements for individual 
systems.

Step 5: Calculate new scores and categorize vuln. accordingly

Step 6: Calculate anticipated costs for vuln. response processes (using 2 
scenarios)

Step 7: Compare costs between scenarios 



In practice:
Compare scores in 2 scenarios

n=720



Estimating temporal metrics with 
distribution model
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'p' of Exploit and Patch Availability after 
disclosure

Exploit Availability Patch Availability

.ŀǎŜŘ ƻƴΥ {Φ CǊŜƛΣ aΦ aŀȅΣ ¦Φ CƛŜŘƭŜǊΣ ŀƴŘ .Φ tƭŀǘǘƴŜǊΣ ά[ŀǊƎŜ-ǎŎŀƭŜ ǾǳƭƴŜǊŀōƛƭƛǘȅ ŀƴŀƭȅǎƛǎΣέ tǊƻŎŜŜŘƛƴƎǎ 
of the 2006 SIGCOMM workshop on Large-scale attack defense, Pisa, Italy: ACM, 2006, pp. 131-138.

n=720



Comparing Base-Scores with 
environmental score
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