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Presenter
Presentation Notes
Good Morning everybody.
My name is…
I’m ..
I’ll talk about model based metrics


Agenda

= What are Model Based Metrics?
= Why do we need them?
= Examples

* Field experience e 8y .
= The Security Model T }'“k

= Advantages
I\M 1 (M M
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» Challenges

= Conclusions
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I won’t talk about this old mechanical dashboard.
I’ll do talk about …

I’ll show several examples
Share some field experience

Explain the underlying security model

Discuss  challenges and conclusions
And finally discussions


Model Based Metrics

= Metrics which are based on the Answersto Questions, Decisions

analysis of a model

Metrics

= Model \ Analytics

= A representation of some aspects Measurements

of the real world (scope) / Building
* Enables understand and predict ==~ Collection
Real /Model™

behavior World - Scope

» Required Capabilities
= Data collection
= Model building
= Model analytics
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We are all familiar with the traditional framework of metrics,  there is the real world, we measure it, and build based on these measurements metrics that hopefully help security people and mangers to get answers to questions, and make decisions.

Model based metrics are metrics which are based on the analysis of a model. 

A model is some representation of the world in a way that enable us to understand and predict behavior.

When working with model based metrics we need the capability to collect data about the world, build the model, and then analyze the model to extract the model based metrics.



Do We Need Model Based Metrics?

Models are widely and reliably used
In other fields

They enable to associate between
several disciplines and simulate
behavior

Security involves many disciplines
Associating between them is
essential for answering security
guestions:
= |s our current security environment
strong enough? or,
= What is our current risk level?
= What are the most urgent
vulnerabilities we need to fix?

Network

Environment:

Model Controls

Threats

Business Assets

Vulnerabilities
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Do we need model based metrics?
First note that models …


Our Approach

= Represent in one model.
= Network topology and hosts
= Vulnerabilities
= Controls (Firewalls, IPS, ...)
= Business Assets and Threat Origins

Views, Reports, Metrics

= Use Analytic engine for predicting

Network
Topology

capabilities and behavior

/

T

Analytic
Engine

Model Controls

= Extract Views, Reports, and Metrics

= Applicable for:
= Enterprise vulnerability management
» Risk management
= Policy Compliance of firewalls
= Change Management

Threat Origins

Business Assets

Vulnerabilities
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So our approach is to ..
….
The approach is applicable for 
And possibly additional activities


A Network Example

DMZ Avaj

Web Appl Y Losg
Exploit v2
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FTP Server L nt'a/ity
V6, V7, v8, v9 Oss

Bankig Application Server
vl4, v15, v16, v17

Threat Origin K
e
Banking DB
Partner Exploit v11¥ Lab v18, v19, v20
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Threat Origin —
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I would like to switch now to a network example to show how things are combined together.
We have here a very simplified network of a bank (the simplification is only for the explanation of course).
…


Extracted Metrics — Business Assets Risk

Business Assets Analysis: Business Assets by Risk

= Assigning risks to business
assets _ hlame
i ‘w3 Banking App
» e.g., Banking App: 23 Vb A
. - . 8 Lab Resources
» Business Asset Classification wﬂbgppg Y
- Confidentiality loss => Very
High damage
= Attack analysis: DMz A i,
. Web App1 Osg
- Possible Exploit 2 (59)
- Likelihood: Medium 2 v v s
" Risk: erme Amp2(ss) oD Bank
Risk: o Internet ﬁ Expmm' cﬂ;m:'&l
- Likelihood * Impact AN . ity
- => H|gh ~ o {?%{namﬁvﬁ
. Threat Origin . e ~€&—l, =
= Basis for: b ﬁ i
= Effort prioritization 'Eﬂn@‘_ = Vi i 0
Resources
Lab1 Server @ €14
V10, ¥11, vi2, vi3 ‘ =

= Qverview of Risks and
ThreatOrig‘n

Trends
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Once we have performed the above analysis in the model. Which metrics are valuable to extract?
One such metric is the assignment of risk …. 
In a 5 level scale we have assigned high risk to the banking app, …
How this is done?


Extracted Metrics - Vulnerability Exposure

= Exposure
= Q: Is the vulnerability exploitable from the threat

origins? How may attack steps are required?
- Direct - one attack step is sufficient (an entry point)
- Indirect — at least two attack steps
- Inaccessible — no attack is possible

DMZ Ay,

Banki ng Banking App

Internet Y/ ﬁ AR _ c0"@%)
| | P Somver Explatﬂf ﬁd@né,,

Logg | ity
Bankipfy Application Server
wid, w15, w16, v17

Y2
Sizae @?/ ﬁ
JT:: . 4

Banking DB
NExploit w117 Laib w8, w19, v20

% C,;

ab1 Se "A Log,
vi12 w13
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Vul. Exposure
vl Inaccessible
v2 Direct
v3 Inaccessible
v4 Inaccessible
v5 Inaccessible
v6 Inaccessible
v7 Inaccessible
v8 Inaccessible
v9 Inaccessible
v10 Indirect
vll Direct
v12 Indirect
v1l3 Indirect
vl4 Inaccessible
v15 Inaccessible
v16 Indirect
v17 Inaccessible
v18 Inaccessible
v19 Inaccessible
v20 Inaccessible
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A second important metric that can be extracted expresses the exposure of each vulnerability discovered in the environment to the threat origins.
The question is: Is … 


Extracted Metrics - Vulnerability Imposed Risk

= Imposed Risk Vul. | Imposed
* The damage expectancy of the vulnerability vi Risk
» Based on attack paths in which the vulnerability v2__ |High
instance is exploited Vj
. . . V
= Numeric Value (likelihood * damage) 5
= Can be translated into a scale (e.g., a 5-level scale or v6
7
0-100 score) DMZ Avaig =
ﬁ WebApp1 | Yloss )
Fxplit v2 {$%) V9
/é;geffmrﬁ vi0 |Low
= Banking vll |[Critical
Internet / f ARG »_ . :Tg;’w vli2 |Low
TP Sanvar @ ﬁ""”"*ﬂh& vi3 |Medium
R |callonSewer
o 2 0 v14j!\\:)‘|“5, vi6, vi7 viq
= f e
f vl6 [Critical
I'é'xpl_:;tbﬁ | B?:HHEQD\ZU i
vty Lab vis, vis,
Rescurces v18
Lab1 Server L c""‘l.% V19
vi0, v11, vi2, v13 ‘ v20
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The next metric, also related to vulnerability instances is their imposed risk. What is the damage expectancy of each of them, based on …
You can see for example that both v2 and v16 got a Critical Imposed risks as they enable attacks which lead to a very High Damage.
Note that v2 resides on a Lab server that its security loss was classified low. It got such a high risk not because of its host but because it the entry point to an attack on the Banking App.
The calculation takes in account both the likelihood of the attack and the impact on the business assets.


A Strong Mechanism for Ranking Vulnerabilities

ldentifying the relatively small group of Vol Expoiure |mptsed
vulnerabilities that enable attacks from Risk
external threat origins vl Inaccessible
v2 Direct High
Usually less than 1-2% of the total v3 __|Inaccessible
Speg . . v4 Inaccessible
\{ulnerabllltles (feasible to fix in a reasonable v T ccossiblo
tlme) v6 Inaccessible
inace V7 Inaccessible
Daily or alert-based process of fixing new v8 |Inaccessible
risky and directly exposed vulnerabilities that Vio :HZQCeStS'b'e -
1 1F1 \Y nairec ow
are identified ) v1ll Direct Critical
i i ) vl2 Indirect Low
At the management level interesting metrics V13 lindirect Mediom
are. v14 Inaccessible
= What is the current number / rate of directly vl5 |Inaccessible
exposed vulnerabilities v16 |Indirect Critical
= How many of them are at high risk vl7  |Inaccessible
= \What is the trend? vl8 [Inaccessible
v19 Inaccessible
v20 Inaccessible
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If we combine the two last metrics of exposure and imposed risks, we get a very strong mechanism for …
It enables …
In this example if we fix only to vulnerabilities v2 and v11  - the attacks entry points we prevent all attack paths from the threat origins. 

From management perspective, an overview and trends on that population of exposed risky vulnerabilities dound to be interesting.


Field Experience - An Example

= Medium size organization

= Uses our product for vulnerability management on a daily basis
= 1,500 Servers

= 10 External threats: Internet, Partners

= ~100 Business Assets

= 23,000 Vulnerabilities; 1,000 new vulnerabilities each week

= A daily process of fixing directly exposed vulnerabilities
= SLA is based on imposed risk: 24h, 3 days, two weeks
= ~450 tickets with relatively high priority

Urgent to Fix
Model Based Metrics

Critical
24 h
- Directly "\ €S /“Imposed ﬁ' 34
Vulnerabilities — Exposed? — Sl <: ays
23,000 VIEE i 2 weeks
+ 1000 each week
~450 tickets

Regular Patch Process
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Here we have some numbers from a medium size organization that uses Skybox on a daily basis for vulnerability management. 
It has about 1500 servers.
It identified 10 external threats which include the internet and partners which have access to its network.
Part of the deployment was to identify the business assets, about 100 in this case, and ranking the damage level of potential security losses of different types.

The have a dially process ..
A ticket is automatically opened for directly exposed vulnerabilities. The SLA for mitigating the vulnerability is determined based on its imposed risk.  24 h for critical ….
You can see that this risk  population of vulnerabilities is quite small relatively to the total number of vulnerabilities. The number of tickets that were opened to be fixed quite small. Their short exposure window (due to the SLA) keep the organization in quite good shape, in terms of external threats.


The Security Model and its Environment

Represents the enterprise network

and related security data

Assembled from a wide variety of
data sources

Refreshed regularly
= e.g., every night

» Using automated tasks

The Analytic Engine is invoked for

computing access, attacks, and risk

Extraction of Metrics and Views
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Business
Risks

Vulnerabilities
Exposure

Risk

Policy
Compliance

Access

Vul. Imposed
P Risk

Attacks

Analytic
Engine

Attack

know how
—>

Hosts

LN

Integrated

Vulnerabilities ACLs
%

A

Threat Origins

Business

Security Assets

Model

Network
Topology

Vul. &
Worms
KB

Business
Logic

CMDB| |Scanners

Firewall
Routers

Patch
Mgmt

'\s\

Enterprise
Network
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We saw several useful security metrics.
They are all based on a model which represents …

It is assembled …

Then the  analytic engine .. 
Enabling the extraction of …


Model Based Metrics - Advantages

Extend the set of security metrics that can be
maintained
= Adding metrics that are too complex to
compute or measure

Security Metrics
Analytics

 Model
/ Building
=Z_ Collection

Real Model™
World . Scope,/

Can relate to predicted behavior (possible,
Impossible, likely to happen, ...)

What-if mode — examine what will be the
effect of a proposed change on the security

Enable root cause analysis

Filter noise in raw data
e As the model merges and correlates data from
various sources

Continuous extraction of the metrics
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What are the advantages of model based metrics
We already saw how they an extend … by adding 
These metrics relate in many cases to predicted behavior 

But  once we have model we can also work with it in a what-if mode, examining what will be the effect of a proposed change in the network or the security controls. For example, what will be the effect of adding an IPS, or adding an access to a firewall.

The model also enables filtering …


Model Based Metrics - Challenges

e The model must be accurate enough for the metrics to be

trustworthy
e How this can be measured?
e How do we assure that?
= How do we calibrate the computations?

= How do we represent and consider unknown factors?
= Unknown threat origins, non-reported vulnerabilities, ...

= Can we combine model-based metrics with traditional
metrics?

= Best practices and standards:
= Model based metrics are not there yet. Should be
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What are the challenges?
The first and obvious one is that the model must …

Not much academic work has been done about that. 
The best practice is  that when a new model is built it should pass a validation phase. 
This is done using visualization tools like a network map, but also by comparing actual access in the network with the access behavior in the model
It is ore difficult to do with likelihood of being attacked from a threat origins.

A second challenge is about considering unknown factors, such as unknown threats or …
The model in principle enable to ask questions what if an attacker succeeded to get control on a DMZ host using an unknown vulnerability. The experience is that the users in many cases do not want to enter to that level, and if yes want a very clear distinguish between what is analytically known as possible and what is hypothetically possible. 

Some security metrics started to appear in standards, best practices, and hopefully now in the metrics catalog. Model based metrics (as somewhat younger) are not yet there but should be.
XXXXX
Which …
…
I will be glad to see more works in that area. Though, it happens time after time in deployments of our product,, that when the product first present attack possibilities, there is the skeptic security guy which says “ that impossible, that nonsense, you cannot attack our application from that address in the Internet”,  and you check very carefully, and find that down there at the DMZ firewall an old temporary access was opened to somebody that does not work anymore in the organization, and such an attack is actually possible and very risky.

Last question that I would like to raise is can we or can we combine …





Conclusions

e Model based metrics increase our insight on security
status and required actions

e They are already in use in some security management
processes (vulnerability management, access
compliance)

e As metrics experts, we should:
e Explore the new opportunities for measuring and assessing the
security status based on security models
e Develop the metrics and measurements required for tuning the
models and assuring their accuracy
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To conclude:
Security …
Their ..
This is not only academic,  Model based metrics are …
… and actually incorporated in day to day security processes.

I believe that as metric experts …

On the other hand develop … 


Thank You
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