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Features to Facilitate
Participation


Presenter
Presentation Notes
Clint has discussed the efforts that CIS is leading to gain consensus on an initial set of metrics for benchmarking across enterprise boundaries.   In the next few minutes, I would like to discuss what CIS is doing in partnership with PlexLogic to design a system that both accomplishes the basic functions of collecting and computing the consensus metric results, but also is implemented in a manner that encourages wide participation.  This is a major challenge and part of our motiviation for speaking here is to get your thoughts and feedback. 

We have 8 minutes and 8 slides.
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Two Enabling Features

* Anonymization

— De-Identification: The process of removing direct
personally identifiable information from any
information submitted by users

— Information needed to de-anonymize data is kept
privately by the data’s owner

* You Get What You Give (YGWYG)

— Data owners can determine how much information
they wish to reveal about themselves or their
company

— Data submitters can see reports equal to or less than
the granularity of the data they provide


Presenter
Presentation Notes
We are highlighting two interesting features that were, in part, distilled from discussions on catalog@securitymetrics.org and other communications with potential data providers.  

This is certainly not to imply that other features and not required.  We have eight minutes.  Hence we picked two interesting ones.


Benchmark Data Submission

e Survey questions are used to obtain metric
values

e User “Opt-in” forms are used to obtain
“dimensions” for submitted values



Presenter
Presentation Notes
For the sake of concreteness, here is a use case.  
Users submit data via forms (aka surveys)
Users decide how much they want to reveal about themselves via an opt-in form
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Example: Opt-in Form

Industry:

Segment:

IT Budget: I
# Employees NG

Public? -]



Presenter
Presentation Notes
This is a form that a data submitter can use to reveal as much or as little about his submission as is desired or required.
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Example: Survey Form

B

What is the percentage of internet accessible
scanned at least once per month?

vulnerabilities?

Please enter a decimal number that i3 greater than or equal to 0. Note that 40
means 40 hours.

What is the percentage of applications that are reviewed for
security vulnerabilities prior to deployment into production?

Please enter a decimel number between 0 and 100. Note that 13.2 meana 13.2%.

How many different operating systems are supported within your

IT infrastructure?

Pleaze enter an integer that is greater than or equal to 1.



Presenter
Presentation Notes
Here is a mechanism for submitting metric values.  Others exist but time constraints limit our opportunity to explore them, at least here.
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Derived Results

e Current

— Statistical Distribution: min, max, mean, standard
deviation

— Histograms and Percentiles
— YouAreHere™ Display

e Trend

— Rates of change for groups and individuals
— Current metrics on current rates
— YouAreHere™ Trend Displays


Presenter
Presentation Notes
So, the user has revealed some attributes about the data he has submitted.
What does he get in return?  Clearly, this is another opportunity to encourage participation.
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Example Graphics
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Presenter
Presentation Notes
This is not particularly sophisticated analysis.  No bayesian belief networks (at least yet).
The pictures shown here reflect what we most often hear would be of greatest interest.  
Others, which we have not shown here, can address the issue of trends and improvement, as well as more sophisticated results.
We hope this inspires additional ideas.
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Questions

e Other features to encourage participation
— Security and privacy related
— Value of data provided

 Feedback in general
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Contact Info

Elizabeth A. Nichols
CTO, PlexLogic

http://www.PlexLogic.com

http://www.MetricsCenter.org



http://www.plexlogic.com/
http://www.metricscenter.org/
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