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eBay

eBay Snapshot
Founded in September 1995, eBay is a global online marketplace where practically anyone can trade practically anything.

* Presence in 39 Markets * 113 million concurrent listings

« 86.3 million active members worldwide * 1 billion page views per day
* More than 50,000 categories * $2,000 worth of goods traded every second

eBay: A reduction of more than

I Used laptop sales 69.000 tons of Equivalent of saving
(Y on eBay in 2007 greenhouse gases 467 acres of forest

A pair of shoes sells every

3 seconds

A cell phone sells every

7 seconds | 38192 12

For limited-edition Presidential Kids
Cabbage Patch Dolls

{$19,000 for Sarah Palin doll)
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Global Information Security — Scope of Responsibility
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Agenda

Review last year’s strategy

Case Study - Web application security vulnerability tracking

Lessons Learned - Fix process before automation

Looking ahead - Minimum Security Baselines
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Review last year’s strategy

Case Study - Web application security vulnerability tracking

Lessons Learned - Fix process before automation

Looking ahead - Minimum Security Baselines
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Metrics Vision

Track and assess metrics to ensure that we are
effectively meeting the security needs of the
corporation, managing risk and assuring ROI.

Program management

» Project prioritization & success criteria

» Metrics drive roadmap, resourcing, budget
» Data informs GIS mgmt for decision-making
» Feedback loop for continuous improvement

Drive organizational change

» Appropriate ownership & accountability for
security issues

» VP’s receive regular status reports showing
KRI’'s and KPI’s that are relevant to their BU

»VP’s understand reports and know what they
must do for remediation

Benchmarking

» Compare eBay MP risk levels to external risk
levels

Operational / tactical decision making

» Support GIS teams for day to day decision-
making
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How did it go?

* |dentified specific security metrics for tracking

NOTE: This would have been much faster and easier
with the CIS Consensus Metrics Definitions!

« Automating data feeds initially displayed “dirty data”

« Worked with functional teams to review processes,
identify issues, recommend solutions, implement flxes

CASE STUDY REVIEW: WEB APPLICATION
VULNERABILITY TRACKING

» Obtained clean data and defined goals for the year

« Consolidated overall metrics & process review efforts

ebY
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Agenda

* Review last year’s strategy

_» Case Study - Web application security vulnerability tracking

» Lessons Learned - Fix process before automation

* Looking ahead - Minimum Security Baselines
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Case Study — Web application vulnerability tracking

« Source data - Automated feed from Remedy ticketing
system

« Goal - Track & report number of web application
vulnerabilities for

—eBay Functions
— Individual Business Units
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Case Study - Initial reporting with “dirty data”

What’s wrong with this picture?
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Case Study - Initial reporting with “dirty data”

Site wide? Need reporting for each
Individual eBay Function
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Case Study - Initial reporting with “dirty data”

Adjacency? Need reporting for each
Individual BU
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Case Study - Examine data feed source tickets

Title

‘200?@4_04 (4] Crosz Site Scripting: [ ——

Detailed Description Requester Login Requester Contact Info

T A= |ir_ | [ ]
) ; tfork, Ph:
O Business Unit Cube: GGG
. | Developer/Innavation v | [Email |-
. Mutify Requester ce
U |When Closed - | | =
W Meszage pdate  Content is Publicly ‘dewable
File M ame b aw Size Attach Label =
attachment] rS
attachment2
attachment? b
Type Subtype Azsigned Group Aszsignee
INEI:: Application Security Vulneret |+ |3.2 Client-zide Attacks - Croz: | = Fecurily_T ezting - }:co -
MarketPlaces Site Status Priority
IEB ay: Site - |Needs.-‘-‘-.ck - | |5lan|:|an:| - ‘
Pending On Requested Due Date
Security Compliance Comments |
Contert is Private
‘zible to Securty Compliance DMLY
‘wieb Application Security Vulnerability [nfo | ClearGuest Infomation ‘
Source 1200704_04 | Citicalty ~ Medium v
Domain By I Vuln Identiied [1/2/2008 =
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Case Study - Remediation ticket has redundant fields

Title
120070404 (4) Cross Site Seipting. I—— |
Detailed Description Requester Login Requester Contact Info
TR All= 4 [
| ) ¢ | Wiork Ph:

O ®  Business Unit ® |Cube T——
i - ] ®  Developer/Innovation :,, Email. ;G ——"

°
| R o Hotify Requester o ® oo
r—————Ch—————————— |~,,’\.fhg1 mao® |, =

_ W Meszage |pdatay  Content is Publicly ‘dewable
File: Mame bax Size Aftach Label
attachment ”

attachment?2
Business Unit
Type Subtype Azsigned Group Aszsignee
Y ﬁet Application Secufy iginerzt | = |3.2 Client-zide Attacks - Croz: | = Fecurily_Testing - l:u:o -
Y ° phelei T B

® MarketPlaces Site ® _ .
S & Marketplaces Site |
{ ] : :
° P oot et e e eee s
o ceo® PY | |Pend|ng O | |HequestedDue Ciate |
Security Compliance Comments il
Cortent iz Privat : 1
\,-IZib:a éssEEeri Compliance OHLY DO m al n
‘wieb Application Security Vulnerability [nfo | ClearGuest Infomation ‘
00®® o000 0o
o ® Souce 1200704_04 Citicalty ~ Medium v
o
e  Domain By S Vuln Identiied [1/2/2008 =
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Case Study - What is the right field to report on?

Title
120070404 (4) Cross Site Seipting. I—— |
Detailed Description Requester Login Requester Contact Info
_ All=| & T
. ; 14 | Wwhark. Ph: 2
O ®  Business Unit ® |Cube T——
i - ] ®  Developer/Innovation :,, Email. ;G ——"
[ J
| R o Hotify Requester o £C
r—————Ch—————————— |~,,’\.fhg1 mao® |, =
_ W Meszage |pdatay  Content is Publicly ‘dewable
File M ame b aw Size Attach Label =
attachment] rS
attachment?2
attachment? b prmmmmmmmm———_——————m—myyyy,,,,-—-,-—" :
Type Subtype Azsigned Group Aszsignee
ﬁet.&ppllcatmnSecuﬂy“ﬂnerct > |32E||entsu:le.ﬁ.llacks Cros: | Fecunly_Testmgvl:co ______________________________________ >
Py MarketPlaces Site
S K S f— Marketplaces Site j
® 0 """ Pending O~ Requestad g Tiate ™"
00000 ®
| | IE
Security Compliance Camments e [
Contert is Private : 1
‘zible to Securty Compliance DMLY DO m al n
‘wieb Application Security Vulnerability [nfo | ClearGuest Infomation ‘
00®® o000 0o
o ® Souce 1200704_04 Citicalty ~ Medium v
(]
e  Domain By S Vuln Identiied [1/2/2008 =
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Case Study - Report by Domain?

Web Application Security Vulnerability Ticket in TRACE

Display: | # Taotal OpenWeb App Yuln Tickets by Domain -
PR
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Case Study - Report by Domain? No

Web Application Security Vulnerability Ticket in TRACE

Display: | % Total OpenWeb App Yuln Tickets by Domain

Tradera

eBay? Need reporting for each
Individual eBay Function
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Case Study - Report by Domain? No

Web Application Security Vulnerability Ticket in TRACE

Display: | # Taotal OpenWeb App Yuln Tickets by Domain -
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Case Study - Report by Site?

Web Application Security Vulnerability Ticket in TRACE

Display: |# Total Open Web App Yuln Tickets by Site "
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Case Study - Report by Site? No

Title
[20074_04 (4) Crass Site Seripting: (N |

Detailed Description Requester Login Requester Contact Info

Web Application Security Vulnerability Ticket in TRACE

Display: |# Total Openebh App Yuln F etz by Site
[ J [ J

Business Unit

Developer/Innavation

Matify Requester

0.17%% ) | [when Closed
LB
56 Message Update  Content is Publichy “dewable
A & =
0.50% 520 File Hame I ax Size Altach Label —
0,835 attachment! ~
=t o attachment2
& . Attarhment3 ™)
L |
3 - Ty Subtype Agsigned Group Azsignee
Y =5 hpplication ooV ggeret | = FZE\lentrsldeAttacks—Erns:: - Fecumyjesnng - l:cn -
MarketPlaces Site Status Priority
® Feav sie LA [Needsack ~| [standara -]
. . . . . . Pending On Requested Due Date
o \ | B
o
“sible to §
“web Appli
Soucs i [ Citicaliy [Mediim -]
Domain [eBay [~ Vuln Identified  [1/2/2008 l=]
1

Compare reporting with source data

@\
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Case Study - Report by Site? No

Title
|2007u4,04 (4] Cross Site Seripting: (RGN

Detailed Description Requester Login

Web Application Security Vulnerability Ticket in TRACE

Display: |# Total Openebh App Yuln F etz by Site
Business Unit
Developer/Innaovation -
Matify Requester ==
0.4 7% 5 :I |W'hen Clozed v‘ | =
LB
56 Message Update  Content is Publichy “dewable
0.50% . . =
= = 520 File Hame I ax Size Altach Label
0,835 attachment1 ~
DB attachment2
& . attachment
L |
3 I:I Subtype Agsigned Group Azsignee
vgels FZE\lentrsldeAttacks—Erns:: - F rity_T esting - l:cn -
Status Priority
® = [Needsack ~| [standara -]
L ® Pending 0 Requested Due Dat
=
| [

uuuuuuu

Marketplaces Site

- Vuln ldertified  [1/2/2008 ||
- = 1

Damain |eBay
I

“Site” does not equal “Marketplaces Site”

Reporting reflects an old ticketing structure

Lesson: When source feed changes, reporting must change also

@\
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Case Study - Report by Business Unit?

Web Application Security Vulnerability Ticket in TRACE

Display: | # Total Open Web App Vuln Tickets by Business Unit e
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Case Study - Report by Business Unit? Almost!

Web Application Security Vulnerability Ticket in TRACE
Display: | # Total Open Web App Vuln Tickets by Business Unit
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Case Study - Talk to the team who owns the process

« Explain reporting issues
« Understand the process flow
* |dentify process & ticketing issues

* |dentify fixes

g

» Agree to a timeline
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Case Study - Choose ONE field for consistent reporting

Title
120070404 (4) Cross Site Seipting. I—— |
Detailed Description Requester Login Requester Contact Info
TR All=l b [

® - - ® | Work, Ph; A —

O ®  Business Unit ® |Cube T——

i - ] ®  Developer/nnovation :,, Email. ;G ——"

[ J

| R o Hotify Requester = ® oo

r—————Ch—————————— [g,h& mao® | =
_ W Messzage |pdatay  Content is Publicly ‘dewable
File M ame b aw Size Attach Label =
attachment] rS
attachment2

Type Subtype Azsigned Group Aszsignee

INEI:: Application Security Vulneret |+ |3.2 Client-zide Attacks - Croz: | = Fecurily_T ezting - }:co -
MarketPlaces Site Status Priority

IeBay: Site - |Needs.-‘-‘-.ck - | |5lan|:|an:| - ‘

Pending On Requested Due Date
| | | =

Security Compliance Comments |
Contert is Private

‘zible to Securty Compliance DMLY
‘wieb Application Security Vulnerability [nfo | ClearGuest Infomation ‘

Source 1200704_04 | Citicalty ~ Medium v

Darnain ‘eEa_'.' ‘ v Yuln Identified ‘UEHEDDB ‘ ] @ )
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Case Study - Implement filters for eBay Functions and BU’s

198
3 3 3 2
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Case Study - Metrics Goals & Timelines

« Key Performance Indicators

« What'’s the goal for this metric?

o Set timelines for achievement

e Publish monthly reports

Vulns

Lines of
code (M)

Vulns
/ MLOC

60

50

40
30

T

20

>

1st Qtr

2nd Qtr

3rd Qtr

4th Qtr

Q4

400 450 380 360 340 320
10 10 10 10 10 10
40 5 W8N % w32
Note: These numbers do not reflect real daa. ebY
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Agenda

Review last year’s strategy

« Case Study - Web application security vulnerability tracking
» Lessons Learned - Fix process before automation |

* Looking ahead - Minimum Security Baselines
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Lessons Learned: Fix the process first, then automate

Broken
Manual
process

Time —
Y
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Lessons Learned: Fix the process first, then automate

Dev work

Broken
Automated
process

Broken
Manual
process

Time — |
w\
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Lessons Learned: Fix the process first, then automate

Dev work Fix work
&

Dev work Fixed
................................ > Automated

process

Broken
Automated
process

Broken
Manual
process

Time — |
@\
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Lessons Learned: Fix the process first, then automate

.Broken_, .\ °Be N Fixed
Autofn‘afted Automated
process process

Time —
@\
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Lessons Learned: Fix the process first, then automate

o0 ® 7
.Broken_, .\ °Be N Fixed
Autofn‘afted Automated
process process
Coe bl 2l ¢

Broken
Manual
process

Time —
@\
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Lessons Learned: Fix the process first, then automate

o0 ® 7
.Broken_, .\ °Be N Fixed
Autofn‘afted Automated
process process
Coe bl 2l ¢

Fix Fixed
.............................. . Manual
process

Broken
Manual
process

Time —
@\
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Lessons Learned: Fix the process first, then automate

. Broken . \e° N Fixed
Autofn‘afted Automated
process process

Fixed Dev Fixed
Manual Manual ... > Automated
process process process

Time —
@\
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Advantage #1: Less work

Dev work Fix work
&

Broken Broken Dev work Fixed
Manual ................................. > Automated ................................ > Automated
process process process
Broken Fix Fixed Dev Fixed
Manual | . g Manual . ., > Automated
process process process

Time —
Y
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Advantage #1: Less work

2 &
Dev work . Fixwork ¢
. & 1

Broken e Devwork Fixed
Manual --------------------------------- > Automated o > | ) Automated
process process ’.. ..’ process
Broken Fix Fixed Dev Fixed
Manual | > Manual ... > Automated
process process process

Time —
Y
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Lessons Learned: Better Security

Dev work Fix work
&

Dev work Fixed
................................ > Automated

process

Broken
Automated
process

Broken
Manual
process




Lessons Learned: Better Security

v
Broken Fix Fixed Dev Fixed
Manual | o, g Manual ... .., > Automated
process process process
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Agenda

Review last year’s strategy
« Case Study - Web application security vulnerability tracking

» Lessons Learned - Fix process before automation

* Looking ahead - Minimum Security Baselines
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Minimum Security Baselines

» Objective — All eBay Inc. business units adhere to a minimum security baseline

* Goal - 70% compliance by the end of the year

Define Baselines

Category

Antivirusranti-malkaeare

BCP

Employes Terminations

Generic Host Hardening

Infozec Incident Responze

Pazzword Reguirement=s

Patching

Security Monitaring £ SOC

Security Training

Standard Build Process § Secure Config

“Yulnerakilty Remediation MotificationsTracking

“Yulnerakilty Scanning
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Minimum Security Baselines

» Objective — All eBay Inc. business units adhere to a minimum security baseline

* Goal - 70% compliance by the end of the year

Define Baselines

Category

Antivirusranti-malkaeare

BCP

Employes Terminations

Generic Host Hardening

Infozec Incident Responze

Pazzword Reguirement=s

Patching

Security Monitaring £ SOC

Security Training

Standard Build Process § Secure Config

“Yulnerakilty Remediation MotificationsTracking

“Yulnerakilty Scanning
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Distribute |
- Questionnaires

e with the 13 Generic Host

Hardening Standard?

1 e must be disabied

2 H

3 Ala wre protocols. Speciiicaly, Telnet, FTP, and unencrypted HTTP are
forbicih :

4. All current security patches must be installed in accordance with the Petch Management Standard

w Infosec Incident Response

Insident reporing securty requirements
5. Security Incident reporting process must be developed, implemented and maintained. Severity 1 &2 Security Incidents, as defined by $
went response team at DL-eBay-IS-SecurityEwentR esponse H

farmat esponse Process?

n quiremert to report Severity 1 & 2 security inciderts to GIS?

w Password Requirements

Pasanard security requirements
2. Passward length and complexity must be in compliance with the GIS pasword standard
%o b Fasaunds ot be slve d s siv aus e A Redin ANl s s et sttt sttt st s st s e s e a et




Minimum Security Baselines

» Objective — All eBay Inc. business units adhere to a minimum security baseline

* Goal - 70% compliance by the end of the year

Define Baselines

Category

Antivirusranti-malkaeare

BCP

Employes Terminations

Generic Host Hardening

Infozec Incident Responze

Pazzword Reguirement=s

Patching

Security Monitaring £ SOC

Security Training

Standard Build Process § Secure Config

“Yulnerakilty Remediation MotificationsTracking

“Yulnerakilty Scanning
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_Compliance

Distribute |
- Questionnaires

sible for, at a minimum. configuiing inform ation resources in aceordan ce with the 615 Generic Host

nfigured in iance with the Tollowing requi of the GIS Generic Hardening Standard?

slid business purpose must be disabled
s 3
ls. Specifically, Telnet, FTP, and unencrypted HTTP are &

ice with the Patch Wanagemert Standare

w Infosec Incident Response

ements

Insident reporing security
a8

(0 el lpd, impfomCai i), Sty ) 26 Sty s, £ o by g
- SeountyEvertRasponse g

2 Does your company have & formal informet

curfty Incidert Response Process?
4 Isthe Incident Response Process updated and maintained regularly?

$ Does the Incidert Response Proess include = documented requirement {a report Severity 1 & 2 securty inciderts to GIS?

w Password Requirements

Pasanard security requirements
2. Passward length and complexity must be in compliance with the GIS pasword standard
%o b Fasaunds puist bestvedssivans vi MATIL e eeeeiinneeinnatienttiinnttiinttcinncinntcennacnst

Report
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Minimum Security Baselines

» Objective — All eBay Inc. business units adhere to a minimum security baseline

* Goal - 70% compliance by the end of the year

Define Baselines

Category

Antivirusranti-malkaeare

BCP

Employes Terminations

Generic Host Hardening

Infozec Incident Responze

Pazzword Reguirement=s

Patching

Security Monitaring £ SOC

Security Training

Standard Build Process § Secure Config

“Yulnerakilty Remediation MotificationsTracking

“Yulnerakilty Scanning
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sible for, at a minimum, configuring information resources

nfigured in iance with the Tollowing requi

of the GIS Gen:

in aceordance with the 313 Generic Host

ieric: Hardening Standard?

slid business purpose must be disabled
e

s
ls. Specifically, Telnet, FTP, and unencryptes HTTP are

ice with the Patch Wanagemert Standare

w Infosec Incident Response

Insident reporing securty requirements
a8

Dioes your company have & farmal informeat

curity Incidert Response Process?

4 Isthe Incident Response Process updated and maintained regularly?

# Does the Incidert Response Process include & documertied requiremert {a report Severtty 1 & 2 securi

be developad, implemented and maintained. Severity 12 Security Incidents, as defined by

ity incidents to GIS?

w Password Requirements

Pasanard sscurity requirements
a. Pasauard length and camplexity must be in campliance wif

e b Pasauds muit bestved vsivians vi L LT T PP PY PP PeY

e
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Minimum Security Baselines — Periodic Reporting

By individual Business Unit

Category

Artivirusranti-malaware

BCP

Employes Terminations

Generic Host Hardening

Infozec Incident Responze

Pazzword Reguirements

Patching

Security Monitoring § S00C

Security Training

Standard Build Process §f Secure Config

“Yulnerahbility Remediation MatificationdTracking

“Yulnerahility Scanning
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Overall for governance &
oversight

70% Compliance

100

601

401

20

Compliance %

OBU1EBU2EBU3EBU4EBBUS BBUG6
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Thank you! Any questions?

« Contact info: carwong@ebay.com
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