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Context Matters...

== Orbitz Worldwide

== Orbitz & OFB == AA & NWA Booking engines
== Cheaptickets == msn.orbitz.com

== Away.com == Southwest Hotels

== eBookers == Irip.com

== HotelClub & Rates2Go == Orbitzgames.com

== Traveler Care == RBS Rewards

...and on and on and on...
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Context Matters...

100’s of Endless Applications
1000’s of Servers
1000’s of Devices
100’s of DBs

Data centers: multiple
continents

Call centers - follow the sun

...and on and on and on...




Context Matters...

== VA Tools
== Application

== Network & Host
== Database

== Remediation Tracking
== Jira

==  Remedy

...and on and on and on...




Our Solution: A Case Study
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Centralizing the Data: Overview
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A Workflow Use Case

1. NVD feed is
pulled in daily
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A Workflow Use Case

2. Whitehat connector
runs on a predefined
schedule.
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A Workflow Use Case

3. Qualys connector
runs on a
predefined schedule ;-r--------------—-




A Workflow Use Case

4. Security Admin &
manages and modifies - apps
asset information <™

‘ My Account (demo / Demo Inc) Logout

| Users Connectors Vulnerabiliies Assets

‘ Edit Asset ‘

discovered by
VA tools - CPE

Asset: ex5.example.lan.wh/privacy.php

IP Address  10.235.34.32
Fully Qualified Domain Name  ex5.example.lan.wh
Hostname ex5
URL ex5.example.lan.wh/privacy.php
Database MySQL
MAC Address
NetBIOS
Tags * intranet

e privacy
» development

Priority 2
Operating System RedHat Linux WS4
Notes




5. Vulnerability data is
normalized and
correlated across VA
results utilizing
CVE and WASC-TC.
Vulns are scored
using CVSS / WASC-TC
plus Asset/CPE data.

A Workflow Use Case
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A Workflow Use Case

6. Single click defect
creation from Conduit to
Jira.

SEC-5
Type: [€)Bug
Status: o5 Open
Priority: € High

Assignee: Edward Bellis
Reporter: Edward Bellis
Votes: 0
‘Watchers: 0

Available Workflow Actions

[ Start Progress.

O Resolve Issue

DClose Issue

Operations

0 Assign this issue

[ Attach file to this issue

[ Attach screenshot to this issue.
O Clone this issue

0 Comment on this issue

[ Create sub-task

0 Edit this issue

O Link this issue to another issue
0 Move this issue

0 Convert to sub-task

[1Voting:

You cannot vote for an issue you
have reported.

O Watching:

You are not watching this issue.
Watch it to be notified of changes

1 Worklog:
Worked on this issue? Log work

HOME BROWSE PROJECT FINDISSUES CREATE NEWISSUE ADMINISTRATION GREENHOPPER

OWW Migration Complete! Use your OWW credentials to login now! Details.
Issue Details (XML | Word | Prntacie)

User: Edward Bolla History | Fitors | Profle | Log Out 8 |
QUICK SEARCH:

Support: oww-dev-tech@orbitz.com [EAQ]

<3 Return to search
Issue 2 of 3 issue(s)
<< Provious | SEC-5 | Next >

Security
L XSS Attack on ex5 lan php
[CONDUIT]

Croated: Today 02:37 PM Updated: Today 02:37 PM

Component/s: None
Affects Version/s: None
Fix Version/s: None

Time Tracking: Not Specified

Labels: EDIT

« Hoe

XSS Attack on ex5.example lan.whiindex.php
WhiteHat - Sentinal

Cross-site Scripting (XSS) is an attack technique that forces a web
site to echo attacker-supplied executable code, which loads in a
user's browser. The code itself is usually written in HTML/JavaScript,
but may also extend to VBScript, ActiveX, Java, Flash, or any other
browser-supported technology.

When an attacker gets a user's browser to execute his code, the code
will run within the security context (or zone) of the hosting web

site. With this level of privilege, the code has the ability to read,
modify and transmit any sensitive data accessible by the browser. A
Cross-site Scripted user could have his account hijacked (cookie
theft), their browser redirected to another location, or possibly shown
fraudulent content delivered by the web site they are visiting. Cross-
site Scripting attacks essentially compromise the trust relationship
between a user and the web site.

There are two types of Cross-site Scripting attacks, non-persistent
and persistent. Non-persistent attacks require a user to visita
specially crafted link laced with malicious code. Upon visiting the link,
the code embedded in the URL will be echoed and executed within the
user's web browser. Persistent attacks occur when the malicious

e where e




HOME BROWSE PROJECT FINDISSUES CREATE NEW ISSUE

User: Edward Bollis

O Assign this issue

O Attach file to this issue

O Attach screenshot to this issue
0 Clone this issue

0 Comment on this issue

O Create sub-task

[ Edit this issue

0 Link this issue to another issue
01 Move this issue

O Convert to sub-task

[ Voting:

You cannot vote for an issue you
have reported.

00 Watching:

You are not watching this issue.
Watch it to be notified of changes

1 Worklog:
Worked on this issue? Log work

XSS Attack on ex5.example.lan.wh/index.php
WhiteHat - Sentinal

Cross-site Scripting (XSS) is an attack technique that forces a web
site to echo attacker-supplied executable code, which loads in a
user's browser. The code itself is usually written in HTML/JavaScript,
but may also extend to VBScript, ActiveX, Java, Flash, or any other
browser-supported technology.

When an attacker gets a user's browser to execute his code, the code
‘will run within the security context (or zone) of the hosting web

site. With this level of privilege, the code has the ability to read,
modify and transmit any sensitive data accessible by the browser. A
Cross-site Scripted user could have his account hijacked (cookie
theft), their browser redirected to another location, or possibly shown
fraudulent content delivered by the web site they are visiting. Cross-
site Scripting attacks the trust i
between a user and the web site.

There are two types of Cross-site Scripting attacks, non-persistent
and persistent. Non-persistent attacks require a user to visita
specially crafted link laced with malicious code. Upon visiting the link,
the code embedded in the URL will be echoed and executed within the
user's web browser. Persistent attacks occur when the malicious
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ADMINISTRATION ~GREENHOPPER

History | Fiers | Profie | Log Out & A

QUICK SEARCH:

OWW Mig Use your OWW to login now! Details. Support: oww-dev-tech@orbitz.com [EAQ]

Issue Details (XML | Word | Printadie)

‘Key:  sSEcs  Security <3 Return to search
e “ XSS Attack on ex5. lan php Issue 2 of 3 issue|
[&)Bug [CONDUIT] << Provious | SECS | Next>>
% Open Croaled: Today 02:37 PM_Updated: Today 02:37 PM

Priority: € High Componentis: None

Assignee: Edward Bellis Affects Versionis: None

Reporter: Edward Bellis Fix Version/s: None

Votes: 0

Watchers: 0 Time Tracking: Not Specified

Available Workflow Actions

[ Start Progress Labels: EDIT

O Resolve Issue

O Close Issue « Hde

Operations

A Workflow Use Case

JIRA

7. Security defect is
remediated by developer
and closed in Jira.




A Workflow Use Case

8. Conduit issues re-test
of vulnerability via Sentinel AP

demo@whitehatsec.com | Support | Sian Out|

sl
Summary Findings. Schedule Reports Resources. Account Pending Messages

Account Messages

- From here you can read the recen Sentinel Bulletins and review action items that may be blocking us from providing you with service.

Action Items

Action ltems require you to provide us with a scan schedule or proper credentials in order for us to continue scanning your site.

Scan Schedules Needed

> si schedule: once | daily | weekly

Please provide us with a scan schedule for http://exS.example.lan.wh

Continue to Sentinel




A Workflow Use Case

9. If re-test returns clean
results are fed to Conduit
and vulnerability is closed

. demo@whitehatsec.com | Support | Sign Out|
— Whithigt
Summary Findings Schedule Reports Resources Account Pending Messages

Pending Messages  Support
Account Messages

From here you can read the recent Sentinel Bulletins and review action items that may be blocking us from providing you with service.

Action Items

Action ltems require you to provide us with a scan schedule or proper credentlals in order for us to continue scanning your site.

Scan Schedules Needed

Example Site 4 schedule: once | daily | weekly

Please provide us with a scan schedule for htip://ex5.example.lan.wh

Contine to Sentinel




A Workflow Use Case

aluation - An InfoSoft Global Creation FusionCharts Evaluation - An InfoSoft Global Creation

10. Metrics can be viewed R -
and filtered via tags added
through asset mgmt

open, 64—

Vulnerabilities

“-closed, 5

FusionCharts Evaluation - An InfoSoft Global Creation FusionCharts Evaluation - An InfoSoft Global Creation
Condult Vulnerabilities Condult Vulnerabilities
by Connector Average Time to Close

~Nessus Demo Connector,

Days.

1at Demo Connector, 126~ i i

Updated At Score Severity Threat Locator Name

FATISZST a0 40 10 momwhiankrossdomainmi Insufficient Authorization

Fri Aug 7 19:04:07 Conduit: Unmappable
20 10 10 localhost Vulnerability

:2;;"] QALY 18 10 6  ex5.example.lan.whiprivacy.php XSS Attack

Fri Aug 7 19:04:49 18 8 10 moth.wh. jsp Insufficient Authentication

2008




Metrics via Tag Lenses

Pre-Defined Vulnerability Metrics =

Filtered by Asset Tags -

Many-to-Many Tag/Asset
Relationship




The Standards

Today
CPE: Common Platform Enumeration

CVE: Common Vulnerability Enumeration
CVSS: Common Vulnerability Scoring System
WASC-TC: Web Application Security Consortium Threat Class

Roadmap

CCE: Common Configuration Enumeration
XCCDF: Extensible Configuration Checklist Description Format




Email: ebellis@orbitz.com
Twitter: http://www.twitter.com/ebellis

More Info On SCAP:
http://scap.nist.gov

More Info On Conduit:
http://conduit.noneyapps.com




