yyyyyyyyyyyyyyyyy

VerlS - a Framework for Gathering Risk
Management Information from Security
Incidents
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Verizon Risk Intelligence View of Information
Risk Management

ANY USEFUL DATA WILL BE INFORMATION ABOUT
ONE (OR MORE) OF THE LANDSCAPES

(or derived values created by modeling the interactions
between landscape data)

Threat Lan
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Risk Management: Operating Model
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Problems in Information Risk Management

- data / frameworks / models

- equivocality & uncertainty
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Risk Management: Operating Model
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=UNCERTAINTY
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=EQUIVOCALITY

E

Information Assets

®00 All Reference Libraries

4(»r (A A Q equivocality v

@D Dictionary Thesaurus Apple Wikipedia

v Dictionary

esquiveoscal |ikwivokal|

adjective

open to more than one interpretation; ambiguous : the equivocal nature of
her remarks.
* uncertain or questionable in nature : the results of the investigation were
equivocal.

See note at DOUBTFUL .
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High

EQUIVOCALITY

Low

Lessons from Organizational Theory

High Equivocality, Low Uncertainty

Occasional ambiguous, unclear events,
managers define questions, develop
common grammar, gather opinions.

Low Equivocality, Low Uncertainty,

Clear, well-defined situation, managers
need few answers, gather routine
objective data.

High Equivocality, High Uncertainty

Many ambiguous, unclear events,
managers define questions, also seek
answers, gather objective data and
exchange opinions.

Low Equivocality, High Uncertainty

Many, well-defined problems, managers
ask many questions, seek explicit
answers, gather new, quantitative data.

UNCERTAINTY

High

Ficure 1. Hypothesized Framework of Equivocality and Uncertainty on Information Requirements.

DAFT, R. AND LENGEL, R. 1986. Organizational Information Requirements, Media Richness and Structural Design.
Management Science, 32, 4, 554-569.
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Verizon has shared data
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2009 —

over 600
cases

2010 —
between
1000 &
1400
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Verizon Is sharing our
framework
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What is the Verizon Incident Sharing (VerlS)
Framework?

-A means to create metrics
from the incident narrative

- how Verizon creates measurements for the DBIR

- how *anyone”* can create measurements from an incident
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What makes up the VerlS framework?

- Demographics

- Incident Classification
- Event Modeling (a%)

- Discovery & Mitigation

- Impact Classification

- Impact Modeling
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demographics company industry

company size

™R

geographic location

size of security
department
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incident classification

~error
malware misuse
hacking environmental

external

social
physical

internal

confidentiality
possession

partner
availability

e utility

function

authenticity

integrity

agent

asset

action

attribute
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incident classification

the series of events (a*) creates an “attack model”

..> Q> S

4

-> “
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discovery & mitigation incident timeline

discovery method

evidence sources
p + control capabillity

corrective action
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Impact classification - impact
categorization

- sources of Impact
(direct, indirect)

- Similar to iso 27005/FAIR

- Impact estimation

- distribution for
amount of impact

- Impact
qgualification

- relative impact
rating
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incident narrati pincident metrics
demographics incident classification (a#) gisr:\;i(:i\éea%/on impact classification
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demographics
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demographics
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demographics

B! B
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threat modeling

incident classification (a%)
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demographics

B! B
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threat modeling

incident classification (a%)
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demographics
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impact modeling

incident classification (a%)
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demographics
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impact modeling

incident classification (a%)
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Qte of the Incident

The Verizon Incident Sharing Framework

pose: Facilitates trending over time.

-9 O

Select the month and year the incident occurred.

BETA VERSON ONs

stion Type: Single Select for Month; Number field for Year

— 4— g%%%egst:ed ° *  Month: [List of months]

Miscellaneous: While the exact date of the incident coulltébe &1sed _the_mopth d’ind yﬁar_allows
trending an _provulfes some measu_lae of de-identification for data Sharing
purposes. Using only the year provides even more.

e MO e A T
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1.1 Date of the Incident

Purpose: Facilitates trending over time.

Notes: Select the month and year the incident occurred.

Question Type: Single Select for Month; Number field for Year

Suggested Options: * Month: [List of months]

* Year: NA
Miscellaneous: While the exact date of th (iincigent_ ould be used, the mgonth and year al]lows trfn ing and
provides some measure of de-identification for data sharing purpodses. Using only the year

provides even more.
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n', n “ 4, hup://discussions.zoho.com/veris-metrics#AllForums

VerlS Metrics Help Switthto v Feedback Signin
Brss

Recent Topics ANl Forums Q-

All Forums Sign In
Username:[l ]
Password:
General :
Posts:2 Replies:0 Sub forums: 1 Moderators: alexhution, cdporer, wade baker (] %oz me signed in
[ 1 Use Secure Access
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Posts: 0 Replies: 0 Sub forums: 0 Moderators: alexhution, cdporter, wade baker
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IncidontClmmmm All forums

Posts:0 Replies:0 Subforums:4 Moderators: alexhution, cdporter, wade baker +] General
Demographics

Dllcmryandﬂlugadon + - Incident Classification

et LA 1

+| Discovery and Mitigation

Posts: 0 Replies: 0 Sub forums: § Moderators: alexhution, cdporter, wade baker 2
+ | Impact Classificaton

Most popular
Impact Classification
e Claasiicads ® Using the VerlS Framework 23

Posts: 0 Replies: 0 Sub forums: 3 Moderators: alexhution, cdporter, wade baker
® VerlS Framework Beta Docur 14

Sticky posts

*  Using the VerlS Framework
by cdporter

Quick links
VZB Security Blog

VZ8 Data Breach Reports
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e Use the framework internally.

Anyone is free to use the VerlS framework to aid the tracking and reporting of incidents within their
organization. We hope those that do will share some of the interesting and innovative ways they are
using the metrics in their security program.

e Use the framework cooperatively.

Organizations within an existing information exchange, consortium, or other types of partnerships can
leverage the VerlS framework for improved data sharing.

e Share data with others.

As the ultimate goal of the VerlS Framework is to foster information sharing, we hope users will consider
how they might responsibly share data with others. We're working on ways to help facilitate this, and
our IR team will continue to do so via the DBIR. We also invite others with access to a large number
of incidents from many organizations to use the framework and report their findings. We’'d love to see
a large number of accessible and comparable datasets in the not-so-distant future.

e Promote the framework externally.

Every cause needs a champion, and this one could use many. If you find the VerlS Framework useful or
believe it to be beneficial to the community, we'd appreciate you letting others know.
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Questions Slide

- Your Turn!



