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State of Software
Security Report
The Intractable Problem of Insecure Software

— More than half of all
software failed to
achieve acceptable
level of security

— 3"-party applications
had lowest security
qualrty

— No single method of
testing Is adequate



— 2010 incident
response
investigations

— Attack vector
evolution

— | | strategic initiatives
for 201 |
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Spring 2010, 9th Edition

Introduction

Sacurity i izafions make ing a softwara sscurity
davalopment ffacycle a priority. As part of the process, thay evaluate a large
number of development technalogies for building websites. The assumpion
by many is that nat all devalopment anvironments are created equal. So the
question often asked is, “What is the mast secura programming language or
development framewark available

Clearly, familiarity with s spacific product, whather it is designed to be secure-
by-default or must be canfigured propary, and whather various librariee are
awailable, can drastically impact the outcome. Still, conventional wisdom
suggests that most popular modem languages | frameworks (commercial &
open source) perform relatively similarly when it comes to an overall security
posture. At lasst in theory, none is markedly or noticaably more secure than
another. Suggesting PHF, Java, C# and othars are any mare secure than other
framewarks is sure o spark hested debate.

As has been said in the past, *In theory, there is no difference between theory
and practice. But, in practice, there is? Until now, no website security study
has provided empirical research measuring how various Web programming
languages / frameworks actively perform in the field. To which classes of
attack ara thay mast prona, how often and for how long; and, how do they fare
against popular altematives? Is it really true that popular modern languages /
frameworks yield similar results in production websites?

By analyzing the vuinerabilty sssessment results of nearly 1,700 websites
under WhiteHat Sentinel management, we may begin fo answer some of
these questions. Thess answers may enable the website sscurity community
to ask better and deeper questions, which will eventually lead to more secure
websites. Organizations deplaying these jes Gan have a closer

ook at particularly risk-prone areas; saftwars vendars may focus on areas
found lacking; and, developers wil increase their familiarity with the strength
and weaknasses of their technology stack. All of this is vitally important
becauss security must be baked info development frameworks and be virually
transparent. Only then will application security progress be made.

Which Web programming languages
are most secure?

Cyber-criminals are evolving. Many are in it
for the money, others the data, some prefer
silent command & control, and mere still
seek to embarrass or harass their victims.
WWhile attackers’ motivations are consistent,
their methods and techniques are anything
but predictable. This has made Web security
2 maving target. To protect themselves,
organizations need timely information
about the latest antack rends and defense
measures, as well ac visibility into their
website vulnerability lifecycle.

Through its Software-as-a-Service (53a5)
offering, WhiteHat Sentinel!, WhiteHat
Security is abie to deliver the knowledge and
soiutions that erganizations need 1o protect
their brands, attain PCI-D55¢ compliance
and avert potentially devastating and costy
breaches.

The WhiteHat Security Website Security
Statistics Report provides 2 one-of-a-kind
perspective on the state of website security
and the issues that organizations must
address to safely conduct business enline.
The WhiteHar Security report presents

a statistical picture of curent website
vulnerabilities, accompanied by WhiteHat
expert analysis and recommendations.

WhiteHat’s report is the only one in the
industry to focus sofefy on unknown
vulnerabilities in custom Web applications,
code unique to an organization, within real-
world websites.

—Which web

programming

languages are mos

secure!
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— Uity “At an average of 44

_ WhiteHat Website Security Statistic Report

Spring 2010, 9th Edition

|ntreduction

Security i i make i ing a software security
development ffcycle a priority. As part of the process, they evaluste a large
number of development technalogies for building websites. The assumption
by many is that nat all development environments are created equal. Sa the

question often askad is, *What is the most secure programming language ar
development framewark availabl=?"

Clzarly, familizrity with & specific product, whether it is designed to ba secure-
by-default or must be configured properly, and whether various libraries are
available, can drastically impact the outcome. Still, conventional wisdom
supgasts that most popular modem languages / frameworks (commercial &
open source) perform relatively similardy when it comas to an overall security
posture. At least in thaory, nona is markedly or noticesbly more securs than
another. Suggesting PHP, Java, C# and others are any more sacure than othar
frameworks is sure to spark heated dabate

A5 has been said in the past, “In theary, there is na difference betwsen theary
and practice. But, in practice, there is Until now, no website security study
has provided empirical research measuring how various Web programming
languages / frameworks actively perform in the fisid. To which classes of
attack are they most prone, how often and for how long; and, how da hey fare
against popular aliematives? Is it really frue that popular modern languages
framewarks yiekd similar results in production websites?

By analyzing the vulnerability assessment results of nearly 1,700 websites
under WhiteHat Sentinel management, we may begin to answer some of
these questions. Thess answers may enable the website sscurity community
to ask better and deeper questions, which will eventually lead to more sscure
websites, Organizations deplaying these jes Gan have a closer

loak at particutarly risk-prone arsas; softwars vendars may focus on areas
found lacking; and, developers will increase their familiarity with the strength
and weaknesses of their technoiogy stack. All of this is vitally important
because securily must be baked into development frameworks and be virually
transparent. Only then will application security progress be made.

Which Web programming languages
are most secure?

Cybercriminais are evolving. Many are in it
for the money; others the dara, some prefer
silent command & control, and mare still
seek to embarrass or harass their victims.
While attackers’ motivations are consistent,
their methocis and techniques are anything
but predictable. This has made Web security
2 maving target. To protect themselves,
organizations need timely information
about the latest atack trends and defense
measures, a5 well 25 visibility into their
website vulnerability lifecycie.

Through its Software-as-a-Service (52a5)
offering, WhiteHat Sentinel”, WhiteHat
Security is able to deliver the knowledge and
solutions that organizations need to protect
their branes, attain PC-DSS? compliance
and avert potentially devastating and costly
breaches.

The WhiteHat Security Website Security
Siatistics Report provides a one-of-a-kind
perspective on the state of website security
and the issues that organizations must
address to safely conduct business online.
The WhiteHat Security report presents

a statistical picture of current webzite
vulnerabilities, accompanied by WhiteHat
expert analysis and recommendations.

WhiteHat’s report is the only one in the
ingustry to focus selely on unknown

ilities in custom Web applications,
code unique to an organization, within real-
world websites.

days, SQL Injection
vulnerabllities were
fixed the fastest on
Microsoft ASP Classic
websites, just ahead
of Perl (PL) at 45

days.”



“Our analysis reveals
that, on average, a
lapse of |56 days
occurred between an
inrtial breach and
detection of that
incident.”
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| Average

C/C++ 1.07
ColdFusion 8.90
Java 0.56
NET 0.72

FLAWS PER KLOC, BY LANGUAGE




_

C/C++ .07 0.0l 0.13
ColdFusion 8.90 .83 528 | 1.98
Java 0.56 0.0l 0.03 0.16

NET 0.72 0.01 0.04 0.16

FLAWS PER KLOC, BY LANGUAGE
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" The average number
of records lost per
breach was |,381,183,
the median a scant
1,082, and the
standard deviation a
whopping
| 1,283,151

veri-on
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Fall 2010, 10th Edition - Industry Benchmarks

Executive Summary

“How are wea doing?" That's the quastion on the mind of many exscutives and
secuity practitioners whether they have recently implementsd an application
sacurity program, or already have a weall-established plan in placs. The
execulives within these organizations want to know if the resources they have
investad in source code reviews, threat modeling, developer training, security
tools, stc. are making a measurabk difference in reducing the risk of website
compromize, which is by no maans guarsnteed. They want to know if their
orline business iz truly more secura or leas sscurs than industry peers. i shove
avarage, they may praisa their team's sfforts and promata their continued
succass. On the other hand, if the organization is a sscurity laggard, this is
causs for concern and action.

Evary organization needs to know where it stands, especially agsinst is
adversaries. Verizon Business' 2010 Data Breach Investigations Report (DBIR),
a atudy conducted in cooperation with the United States Secret Sarvice,
provides insight. The report analyzes over 141 confirmed data braaches from
2008 which resutted in the compromisa of 143 million records. To be dear,
this data set is restricted to incidents of a “data” breach, which is differsnt
than those only resulting in financial lnss. Either way, the data is overwhalming.
The majority of braaches and almost gl of the data atolan in 2000 (963

ware parpatrated by remote onganized criminal groups hacking “sarvers and
applcations” That is, hacking Web Sarvere and Wab spplications — “websitea™
far short. The attack vector of choice was SOL Injection, typically a vulnershility
that can't readily be “patched and used to install customized matwars,

Aa the Varizon DBIR deacribea, the majority of breach victime are tangets of
opportunity, 8s opposed to targets of choice. Dirsctly in the crosshairs ara the
Firancial Services, Hospitaity, and Retail industries. Victimized organizations are
sslected because their sacurity posture iz weaker than others and the data they
possess can ba comverted into cash, namely payment card data and intellactual
property. As such, crganizations are strongly encouraged to determine if they are
similar potertial targets of oppartunity in thess industries, have a relatively weak
or unknown security posturs, and the data they hold is simiarly attractive. This is
a key point because perfact security may not be necessary o aveid becoming
anather Verizon DBIR statistical data paint.

Thare are of course many published examples in Web sacurity wheare the

victim was a targst of cheics. Gurantly, Glickjacking attacks ! targsting social
netwiorks, more spacifically Facebook, are rampant. In these attacks, visitors are
being tricked into posting urwanted messages 1o friends and installing malwars.
Thare has also been a riss in targeted Croes-Site Scripting attacks, including a
notable incident involving Apache.org® in which passwords wers compromised.
‘Content Spocfing sttacks have been aimed st Wired to spoof a Steve Joba
health scars®. Sears sufferad a similar embarrasament* when a fake product
listing appearad on the company's website. In an Ineufiicient Authorization
incidant involving Anthem Blue Gross Blue Shisld, customers’ personaly
identifiable inforration was exposed®,

under Il]ﬂl]ﬂgE‘l]lE’l]t

Wb security i5 2 moving target and'
enterprizes nead timely infarmation about
the [ztest attack trends, how they can best
dafand their websites, and gain visibility
into their vulnerability lifecycle. Through
it Software-ai-a-Service ($2a5) offering.
WhiteHat Sentinel, WhiteHat Security

i5 uniquely positioned to deliver the
knowledge and solutions that organizations
need to protect their brands, attain PCI
compliznce and avert costly breaches.

The WhiteHat Website Security Statistics
Report provides a one-of-a-kind perspective
on the State of website Security and the
issues that organizations must address to
safely conduct business anline. WhiteHzt
has been publishing the report, which
highlights the top vulnerabilities, tracks
vertical market trends and identiflzs new
attack technigues. since 2006.

The WhiteHat S=curity report presents

a statistical picture of current website
vulnerabilities among the more than

2,000 webSites under management,
accompanied by WhiteHat expert analysis
and recommendations. WhiteHat repart is
the only one In the industry to focus solely
on previously unknawn vulnerzbilities in
custom Web applications, code unique to an
arganization, within real-warld websites.

Over the last year we
determined that the
average website had
nearly |3 serious
vulnerabilities with a
standard deviation (G)
of 29.1 1, meaning
that most websites
had between 0 and
42."



Login Join Twitter!

There should be more public shaming
for companies that take 3+ months to fix

| RT Avg time in my data set, 67 days.
ﬂ chrll - @chriseng: There should be more public
| shaming ©-= -~——-—i~-sbosentn o
months t

Login Join Twitter!

@jeremi‘1--— P [ o B [ N—— ——

g deviationjre e

Jeremi

| @chriseng fyi, the report will include
m chrl - standard deviation metrics just for you.

)

a jeremiahg

Jeremiah Grossman




Power analysis can be used to determine the
“statistically significant” sample size required to
ensure the probabllity of error is acceptably low
for a particular hypothesis.



To ASTERISK
or Not TO

ASTERISK

B Acceptable B Not Acceptable

Qverall 57%

Outsourced® 93%

Open Source 42% 58%
Internally Developed 46% 54%
Commercial 65%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%
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Cross-site Scripting (XSS) 52%
CRLF Injection | 19%
Information Leakage | 19%
Cryptographic Issues 6%
Directory Traversal 4%
SQL Injection 3%
Buffer Overflow 3%
Potential Backdoor 2%
Time and State 2%
Error Handling 196

Information Leakage

SQL Injection

Cross-site Scripting (XSS)
Server Configuration

OS Command Injection
Other

Session Fixation
Cryptographic Issues
Insufficient Input Validation
Authentication Issues

44%
27%
26%

2%
<1%
<1%
<1%
<1%
<1%
<1%

Cross-site Scripting (XSS)
Information Leakage
Other

Cryptographic Issues

SQL Injection
Authorization Issues
Authentication Issues
Insufficient Input Validation
Credentials Management
Directory Traversal

26%
21%
1 2%
| 19
| 19
7%
5%
2%
2%
196

Topr 10 FLAW CATEGORIES BY ANALYSIS TYPE



Cross-site Scripting (XSS)
CRLF Injection
Information Leakage
Cryptographic Issues
Directory Traversal

SQL Injection

Buffer Overflow
Potential Backdoor

Time and State

Error Handling

Numeric Errors
Untrusted Search Path
Credentials Management
Encapsulation

APl Abuse

Buffer Management Errors
Insufficient Input Validation
OS Command Injection
Race Conditions
Dangerous Functions
...6 more categories. ..

52%
| 19
| 19
6%
4%
3%
3%
2%
2%
196
196
| %
| %
| %
| %
<1%
<%
<1%
<%
<%
<%

Information Leakage

SQL Injection

Cross-site Scripting (XSS)
Server Configuration

OS Command Injection
Other

Session Fixation
Cryptographic Issues
Insufficient Input Validation
Authentication Issues

How D

ToP 10 VULNERABILITIES BY ANALYSIS TYPE

44%
27%
26%

2%
<1%
<1%
<1%
<1%
<1%
<1%

Cross-site Scripting (XSS)
Information Leakage
Other

Cryptographic Issues

SQL Injection
Authorization Issues
Authentication Issues
Insufficient Input Validation
Credentials Management
Directory Traversal
Session Fixation

Time and State

CRLF Injection

Server Configuration
Deployment Configuration
NUume

ALTER YOUR

OES THIS

26%
21%
1 2%
| 19
| 19
7%
5%
2%
2%
196
196
| %
<%
<1%
<%

INTERPRETATION!



Cross-Site Scripting (XSS) 308.39 13.22
CRLF Injection 206.85 0
Cryptographic Issues 43.44 0.05
Information Leakage 43.38 5.71
SQL Injection 17.63 1032
Directory Traversal 12.66 0
Potential Backdoor 10.82 0
Time and State 4.49 0
Encapsulation 3.95 0
Credentials Management 3.57 0
Insufficient Input Validation 3.18 0.01
APl Abuse .73 0
Error Handling |.42 0
Buffer Overflow 0.52 0
OS Command Injection 041

Numeric Errors 0.19

Untrusted Search Path 0.16 WH AT UNWANTED
e A ASSUMPTIONS

Session Fixation 0.09 MIGHT RESU LT!
Authentication Issues 0.08

Buffer Management Errors 0.03

Other 0 0.08

20% OF WEB APPS SCANNED W/BOTH STATIC AND DYNAMIC



Firms citing malware as their number
one concern with social networks

9.3%

MySpace

Twitter

Facebook

Linkedln

® Apr 2009

® Dec 2009

SOURCE: SOPHOS SECURITY THREAT REPORT 2010



4% N

G
WHAT’S MISSING,
AND WHY!?

SOURCE: WHITEHAT WEBSITE SECURITY STATISTICS REPORT, 9TH EDITION, MAY 2010






[dentify the narrative(s)

Look for “responsible”
use of statistics

Consider what's not
being shown
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More Resources

= Sign up for FREE access to Veracode Analytics!

— http://info.veracode.com/veracode-analytics

= Whitepapers, webcasts, and other resources

— http://veracode.com/resources

" Veracode ZeroDay Labs Blog

— http://veracode.com/blog

= Contact info
— Emall: ceng@veracode.com
— Twitter: @chriseng



QUESTIONS?




