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1994 2011

Obligatory Bio

Offense Defense?



RECOGNIZING
THE NARRATIVE
RECOGNIZING

THE NARRATIVE



− More than half of all 

software failed to 

achieve acceptable 

level of securitylevel of security

− 3rd-party applications 

had lowest security 

quality

− No single method of 

testing is adequate



− 2010 incident 

response 

investigations

− Attack vector − Attack vector 

evolution

− 11 strategic initiatives 

for 2011



− Which web 

programming 

languages are most 

secure?secure?



RESPONSIBLE
STATISTICSSTATISTICS

*DISCLAIMER:  I AM NOT A STATISTICIAN
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“At an average of 44 

days, SQL Injection 

vulnerabilities were 

fixed the fastest on 

Microsoft ASP Classic 

websites, just ahead websites, just ahead 

of Perl (PL) at 45 

days.”



“Our analysis reveals 

that, on average, a 

lapse of 156 days 

occurred between an 

initial breach and 

detection of that detection of that 

incident.”



FLAWS PER KLOC, BY LANGUAGE

Average

C/C++ 1.07

ColdFusion 8.90

Java 0.56

.NET 0.72



Average 1st Q’tile Median 3rd Q’tile

C/C++ 1.07 0.01 0.03 0.13

ColdFusion 8.90 1.83 5.28 11.98

Java 0.56 0.01 0.03 0.16

.NET 0.72 0.01 0.04 0.16

FLAWS PER KLOC, BY LANGUAGE





“The average number 

of records lost per 

breach was 1,381,183, 

the median a scant 

1,082, and the 

standard deviation a standard deviation a 

whopping 

11,283,151.”



“Over the last year we 

determined that the 

average website had 

nearly 13 serious 

vulnerabilities with a 

standard deviation (σ) standard deviation (σ) 

of 29.11, meaning 

that most websites 

had between 0 and 

42.”





Power analysis can be used to determine the 

“statistically significant” sample size required to 

ensure the probability of error is acceptably low 

for a particular hypothesis.





STORYTELLING
VIA OMISSIONVIA OMISSION

*OR, TRYING TO FIGURE OUT WHAT’S MISSING AND WHY



T 10 F C A T

Static Dynamic Manual

Cross-site Scripting (XSS) 52% Information Leakage 44% Cross-site Scripting (XSS) 26%

CRLF Injection 11% SQL Injection 27% Information Leakage 21%

Information Leakage 11% Cross-site Scripting (XSS) 26% Other 12%

Cryptographic Issues 6% Server Configuration 2% Cryptographic Issues 11%

Directory Traversal 4% OS Command Injection <1% SQL Injection 11%

SQL Injection 3% Other <1% Authorization Issues 7%

Buffer Overflow 3% Session Fixation <1% Authentication Issues 5%

Potential Backdoor 2% Cryptographic Issues <1% Insufficient Input Validation 2%

Time and State 2% Insufficient Input Validation <1% Credentials Management 2%

Error Handling 1% Authentication Issues <1% Directory Traversal 1%

TOP 10 FLAW CATEGORIES BY ANALYSIS TYPE



Static Dynamic Manual

Cross-site Scripting (XSS) 52% Information Leakage 44% Cross-site Scripting (XSS) 26%

CRLF Injection 11% SQL Injection 27% Information Leakage 21%

Information Leakage 11% Cross-site Scripting (XSS) 26% Other 12%

Cryptographic Issues 6% Server Configuration 2% Cryptographic Issues 11%

Directory Traversal 4% OS Command Injection <1% SQL Injection 11%

SQL Injection 3% Other <1% Authorization Issues 7%

Buffer Overflow 3% Session Fixation <1% Authentication Issues 5%

Potential Backdoor 2% Cryptographic Issues <1% Insufficient Input Validation 2%

Time and State 2% Insufficient Input Validation <1% Credentials Management 2%

Error Handling 1% Authentication Issues <1% Directory Traversal 1%

Numeric Errors 1% Session Fixation 1%Numeric Errors 1% Session Fixation 1%

Untrusted Search Path 1% Time and State 1%

Credentials Management 1% CRLF Injection <1%

Encapsulation 1% Server Configuration <1%

API Abuse 1% Deployment Configuration <1%

Buffer Management Errors <1% Numeric Errors <1%

Insufficient Input Validation <1% Potential Backdoor <1%

OS Command Injection <1%

Race Conditions <1%

Dangerous Functions <1%

…6 more categories… <1%

TOP 10 VULNERABILITIES BY ANALYSIS TYPE



Flaw Category Static Dynamic

Cross-Site Scripting (XSS) 308.39 13.22

CRLF Injection 206.85 0

Cryptographic Issues 43.44 0.05

Information Leakage 43.38 5.71

SQL Injection 17.63 10.32

Directory Traversal 12.66 0

Potential Backdoor 10.82 0

Time and State 4.49 0

Encapsulation 3.95 0

Credentials Management 3.57 0

Insufficient Input Validation 3.18 0.01

API Abuse 1.73 0API Abuse 1.73 0

Error Handling 1.42 0

Buffer Overflow 0.52 0

OS Command Injection 0.41 0.05

Numeric Errors 0.19 0

Untrusted Search Path 0.16 0

Dangerous Functions 0.15 0

Race Conditions 0.14 0

Session Fixation 0.09 0.06

Authentication Issues 0.08 0.03

Buffer Management Errors 0.03 0

Other 0 0.08

20% OF WEB APPS SCANNED W/BOTH STATIC AND DYNAMIC



Firms citing malware as their number 

one concern with social networks

SOURCE: SOPHOS SECURITY THREAT REPORT 2010



?

SOURCE: WHITEHAT WEBSITE SECURITY STATISTICS REPORT, 9TH EDITION, MAY 2010

?



CONCLUSIONSCONCLUSIONS



Identify the narrative(s)

Look for “responsible” 

2

1

use of statistics

Consider what’s not 

being shown3

2



ENCOURAGE
DATA SHARING

ENCOURAGE
DATA SHARING





More Resources 

� Sign up for FREE access to Veracode Analytics!

– http://info.veracode.com/veracode-analytics

�Whitepapers, webcasts, and other resources

– http://veracode.com/resources

� Veracode ZeroDay Labs Blog� Veracode ZeroDay Labs Blog

– http://veracode.com/blog

�Contact info

– Email: ceng@veracode.com

– Twitter: @chriseng



QUESTIONS?


