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Mostly 
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The duties of the Finnish Communications Regulatory Authority 
are:

1) to supervise compliance with this Act and any provisions issued 
under it, unless otherwise provided in section 32;

2) to collect information on violations of and threats to 
information security in respect of network services, 
communications services and value added services, and on 
significant faults and disruptions in such services;

3) to investigate violations of and threats to information 
security in respect of network services, communications services and 
value added services, and significant faults and disruptions in such 
services; and

4) publicize information security matters.

Act on the Protection of Privacy in Electronic Communications (516/2004) section 31

CERT-FI – Finnish national CSIRT 

authority



• By Finnish networks we mean:
• Autonomous Systems in Finnish soil, 

operated or owned by Finnish 
organisations or otherwise important 
to Finnish interests.

• Domains under .FI and .AX DNS root
• Public telephone networks with +358 

prefix
• Other networks operated or owned by 

Finnish organisations

• By Finnish network services we mean:
• Services located in Finnish networks
• Services operated or owned by 

Finnish organisations

• Other assets we consider Finnish
• Finnish Credit Card Prefixes
• Bank Account Numbers
• Finnish Brand Names

; File automatically created at 20100723073745
;
; This is a list of Autonomous System Numbers related to Finland and/or
; Finnish organisations. As a national CSIRT for Finland, CERT-FI can
; act as a proxy in case some of these organisations need to be
; contacted in timely and/or confidential manner.
;

375    | EU | TIETOTIE-AS Finnish State Computer Centre
544    | EU | SONERA-FUNET-TRANSIT Sonera Corporation
565    | EU | Technical Research Centre of Finland
719    | FI | ELISA-AS Elisa Oyj
761    | EU | TIETORAITTI-AS Seinajoen Tietoraitti Oy
764    | EU | FI-PMO-AS Prime Minister_s Office
790    | EU | EUNETFI EUnet Finland
1234   | EU | FORTUM-AS Fortum
1248   | EU | NOKIA Nokia Internet
1253   | EU | VEROAUTOSYS-AS The National Board of Taxation
1342   | EU | Fujitsu Invia Finland IP-network
1732   | EU | MIKROK-AS Mikrokonsultit Oy
1738   | EU | OKOBANK-AS OP-Pohjola Group Central Cooperative
1739   | EU | TUTNET TUT Autonomous system
1741   | EU | FUNETAS FUNET autonomous system
1748   | EU | FINNAIR-AS FINNAIR
1759   | FI | TSF-IP-CORE TeliaSonera Finland IP Network
1780   | EU | VALNET Valmet Corporation
1854   | EU | NOVOGROUP Novo Group Oyj
1923   | EU | Tampere Telelphone Company
1926   | EU | UTANET-AS University of Tampere
2016   | EU | OTANET Otaniemi Science Park
2017   | EU | KRPNET National Bureau of Investigation
2026   | EU | HELSINKI City of Helsinki
2045   | EU | FACILITIES ICL Data Oy
2112   | EU | VALIODATA ValioData Oy
2862   | EU | MOL autonymous system
3222   | FI | CORENETFI Corenet Oy
3238   | EU | ALCOM Alands Datakommunikation Ab
3246   | EU | TDCSONG TDC Finland
3274   | EU | CYGATE Cygate Oy
3290   | EU | TVS- Tekniikka
3292   | EU | TDC TDC Data Networks
3336   | FI | ELISA-AS Elisa Oyj
4457   | EU | NESTE-NET NESTE Corporation
4458   | EU | CCNET CarelComp Oy
4588   | EU | FINNPAP-MRS FinnPap
4878   | US | NRC-RDI - Nokia Research Center
5411   | EU | CC-NET-AS
5420   | EU | KEMNET KemNet Autonomous system
5469   | EU | AGNET A. Ahlstrom Corporate Global Network
5472   | EU | CC Power Ltd
5487   | FI | Elisa Oyj
5515   | FI | TS-FINLAND-DATANET-OLD TS Finland DataNet
5574   | SE | TDC-SE TDC Sverige AB
5575   | FI | TM-POP-FI
6667   | FI | EUNET-FINLAND ELISA Oyj / EUnet Finland Backbone AS / Saunalahti Group
6766   | FI | Tampere City autonomous system
6781   | FI | Telecom Finland Oy
6793   | FI | TELIVO-AS Song Communications
6839   | FI | MTV3-AS MTV Oy
6852   | FI | UNITEDBANKERS-AS UB Securities Ltd.
8230   | FI | KCC Europe
8236   | FI | Telia Finland
8624   | FI | TENUE-AS Tenue Oy
8812   | FI | NMPWFL Nokia Mobile Phones Wireless Future Laboratory
8829   | FI | PHPOY-AS PHPOY IPP AS
12330  | FI | BAUDIA-OY Baudia Oy
12375  | FI | OPOY-AS DNA Oy
12582  | FI | TSF-DATANET-NGD-AS TSF MPLS VPN Services
12630  | FI | OVERKKOAS OVERKKO Autonomous System
12659  | FI | BBNWKSCORE European Backbone Networks
12712  | FI | NIC NIC Tietoverkot Oy Autonomous System
12918  | FI | VERKKOTIETO-AS DNA Oy
13170  | FI | KPO-AS Kajaanin Puhelinosuuskunta
13276  | FI | MAGENTA Nebula Internet international operations AS
15424  | FI | SAUNALAHTI-GSM Saunalahti Group Oyj
15496  | FI | Teknillinen korkeakoulu
15501  | EU | PHNET PHNet Internet Services
15527  | FI | Anvia Oyj
15970  | FI | KPY-AS Kuopio, Finland
16023  | FI | NETSONIC Academica Oy
16044  | FI | AURIA (Ex Auria Oy)
16086  | FI | FINNET-AS DNA Oy
16228  | FI | AS-VERKKOPALVELUT Pohjoisen Keski-Suomen Verkkopalvelut Oy
16259  | FI | XENETIC Xenetic Oy
16273  | FI | F-SECURE-AS F-Secure OYj
16302  | FI | SUOMICOMMUNICATIONS Suomi Communications Oy
16331  | FI | ASCOMFI-AS Tele-entre Oy
16479  | US | NORDEABANKFINLANDPLC - Nordea Bank Finland Plc
20494  | FI | IPY-AS Iisalmen Puhelin Oy
20542  | FI | HTV Sanoma Television Oy / Welho
20569  | FI | AINAIP-AS AinaCom - IP Services and Transit Network
20571  | FI | EXOMI Ztango Finland
20774  | FI | JYVASKYLA-AS University of Jyvaskyla
20798  | FI | EPTE-FI EPTE Oy
20861  | SE | ICL-AS Fujitsu Services AB
20904  | FI | NETPLAZA-AS Netplaza Oy Autonomous System
20931  | FI | PPOINTS-AS PPOINTS Autonomous System
21089  | FI | SONG-MH-HOSTING Song Networks Multihomed Hosting Customer AS
21348  | FI | KOPTERIFI KOPTERIFI is autonomous system. Located in Vammala Finland
21366  | FI | KYMPNET-AS KympNet ISP Services South-Eastern Finland
21490  | EU | EVLI-BANK-AS AS of Evli Bank Plc. Located in Helsinki, Stockholm and 

Luxembourgh
21856  | US | NOKIA-FINLAND NOKIA Datacenters in Finland
24595  | FI | INNOFACTOR Innofactor Ltd multi-homed network
24713  | FI | WMDATAFI Logica Suomi Oy, Helsinki, Finland
24714  | EU | TIETOENATOR-AS TietoEnator Corporation
24751  | FI | MULTIFI-AS Oy Multi.fi Finland Ab Ltd.
24752  | FI | ASN-EMPOWER Empower Oy
24809  | EU | SAMNETS-AS AS of Sampo Oyj
24919  | FI | CUBIO-AS Oy Cubio Communications Ltd.
25033  | FI | MOBITDATA-AS Tenue Oy
25213  | FI | CARGOTEC-CORPORATE-AS Cargotec Corporate Network
25391  | FI | SSH-AS SSH Communications Security Corporation Oyj
28723  | FI | NOKIA-AS NOKIANET APAC Data Centre network
28883  | FI | SAMLINK-AS Oy Samlink Ab
29093  | FI | FINGRID Fingrid Oyj
29132  | FI | IWNET-AS Our company name is Oy IW-Net Ltd. located at Kuopio at central 

Finland.
29154  | FI | ACADEMICA-AS Academica Oy
29240  | FI | LANWAN-AS Nordic LAN & WAN Communication, Finland
29243  | FI | MMD-AS MMD Networks Oy
29282  | FI | EMENTOR-AS Enfo Oyj
29293  | FI | LUOTTOKUNTA-AS Luottokunta
29422  | FI | NBLNETWORKS-AS Nebula Oy Autonomous System
29432  | FI | TREX-AS TREX Tampere Region Exchange Oy
29601  | FI | UPM-KYMMENE-AS UPM-Kymmene Oyj AS
30754  | FI | FI-PARLIAMENT-AS Parliament of Finland
30798  | FI | TNNET-AS TNNet Oy
30978  | FI | ATKOS-AS Itella Information Oy
31211  | FI | SIGMATIC Sigmatic Oy
31389  | FI | IWNET-AS Oy IW-Net Ltd
33935  | FI | FI-24ONLINE-AS 24 Online Oy
34188  | FI | OPO-AS Telekarelia Oy
34246  | RU | RU-FORTUM JSC _TGC-10_
34263  | FI | MPYNET-AS Mikkelin Puhelin OYj
34273  | FI | FISBS-AS Siemens IT Solutions and Services, Finland
34384  | FI | WLANNET-AS WLANnet Finland Oy
34387  | FI | NETCREW Netcrew ry
34414  | FI | NOKIA-BEIJING NOKIA Beijing datacenter
34461  | FI | MEDIAM-INT Mediam Oy international operations AS
34484  | FI | TIETOTALO-AS Tietotalo Infocenter Oyj
34541  | FI | ONLINESOLUTIONS-AS Online Solutions Hosting Services
35148  | FI | TVP-AS Tietoverkkopalvelut Oy
35382  | FI | CAPNOVA-AS Oy Capnova Ltd
35477  | FI | NESTEOIL-AS Neste Oil Oyj
39098  | FI | BOF-AS Bank Of Finland
39193  | FI | JAVERDEL Javerdel Oy
39194  | FI | VSP Vakka-Suomen Puhelin Oy AS-number
39242  | FI | SECLAN Autonomous system for Seclan Oy
39283  | FI | RUUKKI-AS Rautaruukki Corporation
39324  | FI | MEDIAM-AS Mediam Oy Autonomous System
39342  | FI | MEDIATRAFFIC Mediatraffic Oy as-number
39393  | AT | NOKIA-SIEMENS-NETWORKS-AS Nokia Siemens Networks Oesterreich GmbH
39662  | FI | FI-FICORA-AS Finnish Communications Regulatory Authority
39665  | FI | YIT-AS YIT Corporation
39699  | FI | SSPOY-AS Salon Seudun Puhelin Oy
39784  | FI | NOKIANET_AMSTERDAM Nokia Amsterdam
39857  | FI | TKY-AS The Student Union of Helsinki University of Technology
41242  | FI | SOFOR-RIPE Sofor Oy
41369  | FI | DATACENTER-AS DataCenter Finland Oy
41561  | FI | SRYHMA-AS S-RYHMA
41648  | FI | RUUKKI Rautaruukki Oyj
41701  | FI | CAP-FIN-AS Capgemini Finland Oy
41747  | FI | KT-SYSTEMS KT-Systems Oy
41808  | FI | VEIKKAUS-AS VEIKKAUS
41878  | AX | CROSSKEY-AS Crosskey Banking Solutions Ab Ltd
42122  | FI | NETHIT Nethit Networks Oy as-number
42252  | FI | LASIPALATSI-AS Lasipalatsi AS number
42297  | FI | EITADAT-AS Eitadat Oy
42343  | FI | KTAB-AS Karjaan Puhelin ISP
42540  | FI | ATEA-AS Atea Finland Oy AS Number
42621  | FI | LPOK-AS Loviisan Puhelin ISP services, Finland
42885  | FI | PARTEL Paraisten Puhelin Oy
43207  | FI | BOB-AS Bothnia Broadband Ltd
43499  | FI | DOCUMENTA-AS Documenta Oy Autonomous Systes
43692  | FI | ZD-AS ZD Communications Oy
43792  | FI | YTTI T:mi Ytti
43933  | FI | EMCE EmCe Solution Partner Oy
44506  | FI | LAITILANPUHELIN Laitilan Puhelin Osk
44683  | FI | AIQU-AS Aiqu Finland Oy
45010  | FI | MEGATUUTTI Megatuutti Oy
47508  | FI | FROZENHAT-AS Frozen Hat
47605  | FI | FNE-AS FNE-Finland Ltd
47732  | FI | IGUA_NETWORKS Igua Networks Oy Autonomous System
48156  | FI | SANOMA-AS Sanoma Data Oy
48299  | FI | DIGITA-AS Digita Oy
48403  | FI | NEUTECH-AS K&T Neutech Oy
48618  | FI | VIIVATIETO Viivatieto Oy
48652  | FI | GNT-AS GNT Finland Ltd
49059  | FI | SALOMAA-AS Salomaa Yhtiot Oy
49225  | FI | IXONOS-AS Ixonos Plc
49282  | FI | LYNXNET Lynxnet Oy
49283  | FI | SETERA-AS Setera Oy
49422  | FI | FORTENET Forte Netservices Oy
49430  | FI | DICAME-AS Dicame Oy
49670  | FI | INSTADEF-AS Insta Defsec Oy
49762  | FI | SMN-AS Santa Monica Networks Oy
49802  | FI | ETK Elaketurvakeskus
49826  | FI | FSP-AS FSP Net
49845  | RU | FORTUM_TYUMEN JSC TGC-10 Tyumen regional network
49866  | FI | LOOPBACK Loopback Oy
50290  | FI | VK-VIP-AS Valtiokonttori
50296  | CZ | SCANDICOM Scandicom Oy
50503  | FI | TP-AS Tampereen Puhelin Oy
50585  | FI | DATASAFE-AS Suomen Datasafe Oy
50603  | FI | ARTIO-AS Artio Oy
51164  | FI | PLENWARE Cybercom Plenware Oy
51188  | FI | CRESCOM-AS Crescom Oy
51311  | FI | ASNS Noisy Stream Oy
196655 | FI | MSOYNET-AS Mantsalan Sahko Oy
196805 | FI | SAL Suomen Apteekkariliitto - Finland Apotekareforbund ry.
196862 | FI | LAPIT-AS Lapin Informaatioteknologia Lapit Oy
197177 | FI | KAJONET KajoNet Oy

Finnish Networks and Other Assets



Special about the Finnish model..

Telecommunications
operators

etc.. Applies to Telecommunications Operators only:

reports, leads

consultation,

requests for

information,

directions..

• affecting the networks
• affecting users of the networks
• affecting service provider’s ability to operate it’s networks

Mandatory reporting of Information Security Incidents as well as 
Major Faults:



Some Actions by FICORA

• Regulation for service providers

– Basic security of facilities and processes

– Mandating BCP:s

– Block outgoing spam

• Mandatory reporting for ISP:s

• Establishing CERT-FI

– Key point in establishment was lower the 
reporting threshold



Problems

• Regulation for service providers - problem: now we're 
being the good neighbor, but still get attacked

• Mandatory reporting - problem: Most incidents out of scope

• Establishing CERT-FI - problem: No ownership/visibility of 
networks, incident statistics reflect available workforce and 
goodness of abuse handling script framework

2002 2003 2004 2005 2006

0

1000

Incidents



Some Open Questions

• How many incidents affect Finnish networks?

• Is “x incidents per year” good or bad?

– Or: How do we compare to our 
neighbors?

• Are we doing the right things? 

• Are things better or worse than last year?



How do we compare to our neighbors?



The Autoreporter 

Project



How many incidents are there?

In 2006, we
enhanced
automation

• Since 2006, CERT-FI adopted an automated system to 
systematically collect Incident Reports (mostly malware 
infections) from various monitoring projects around the world

• That opened our eyes!!

• We probably still only see the tip of the iceberg..
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Autoreporter

Daily reports

The daily reports are
sent as emails with
predefined and
agreed-upon subjects

All reports are signed

The reported incidents
are listed in the body
of the email

From: cert-fi-autoreporter
Subject: [FICORA #123456] Daily abuse report for your network

CERT-FI has received information regarding systems on your
network which may have security problems. All timestamps are
according to UTC. The format is as follows:

ASN | IP | TIMESTAMP (UTC) | PTR/DNAME | CC | TYPE | INFO

Here CC refers to the country code, TYPE to the type of the security
problem, CASE to the CERT-FI tracking code for the case, and the INFO
column is reserved for any additional information.

If more information is needed, please contact CERT-FI.

90000 | 1.2.3.4 | 2008-10-01 19:00:00 | 1-2-3-4.adsl.fi | FI | Bot | 123456 | 
90000 | 2.3.4.5 | 2008-10-01 06:00:00 |  | FI | Ddos | 123456 | C&C at 4.5.6.7:6667, AS 70000, Command: @udpflood, Channel: #doschannel
90000 | 3.4.5.6 | 2008-10-01 09:00:00 | 3-4-5-6.adsl.fi | FI | Bot | 123456 | C&C at 6.7.8.9, AS 50000, DNS Name: cc.domain.tld

• The same information
is also included as an
attached XML-file
(IODEF-format)



Abuse Handling Process

• Detecting Abuse

• Receiving reports (email, phone, fax..)

• Stalking badness through data mining

– Scraping feeds

– Normalizing data

– Correlating data

• Dealing with badness

– Mapping events to address space/netblocks

– Finding right contacts and their contact preferences

– Customer expectation management

• Reporting

– Statistics, trends, chronic cases

• Responding
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Autoreporter: Sources (in practice)

• We receive the most useful abuse information  from trusted 
3rd parties, not-for profit “internet superheroes” that 
perform

• Honeypots/nets

• Sinkholing

• Malware analysis

• Spamtraps

• Malicious URL/
phishing/
defacement
tracking

• Investigations

• ...



OSINT



Working with Data

• Incoming feeds wide and varied in format, formalism 
and transports

• Availability (downtime, missed reports, etc)

• Integrity of the information

• Bugs

• Update frequency: near-real-time, hourly, daily..

• Report de-duplication (overlapping refreshes)

• Timespan: last n days, specific date

• Provided details

• Terminology

• Formatting (csv, xml, etc)

• Transports (HTTP, SMTP, IRC, etc)



Finnish Victims to Data Breach Incidents



Open Questions Revisited

• What are we not seeing?

• What should I prepare for?

• Am I targeted or just collateral damage?

• Can I trust the data?



Statistics

Autoreporter Statistics



Statistics

Autoreporter Statistics



Statistics
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Autoreporter Statistics
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Autoreporter: Challenges

• 5 generations of CERT-FI Autoreporter and 2 generations of 
CERT-EE Abuse Killer

• Common challenges

– Works for me, my sources, my processes, my tools

– Integration with other “worksforme” processes and tools

– Customer requirements, processes, involvement, 
commitment

 Progressing from this point might require more of a 
community effort  enter Abusehelper→



https://code.google.com/p/abusehelper
• The goal of the Abusehelper 

project is to provide common 
understanding, framework and 
tools for handling abuse

• To bring further focus to 
somewhat scattered Internet 
Abuse handling scene: 
documenting and unifying 
abuse related terminology, 
documenting assumptions, 
taking into account different 
needs, enabling the creation of 
processes and workflows 

• To take the next step in 
maturity, from works-for-me 
information systems to 
modular, scalable (with 
regards to performance and 
usability), commonly 
developed, and shared one.



1. Many (if not most) incidents are detected by outside parties
– Any Infrastructure/OSINT monitoring will help in finding badness in 

your network. The more data you grab, the more incidents you will 
find

1. Working with incident data is difficult

2. Finding working incident reporting contacts is challenging

3. Collaborative use of automation not fully exploited in incident reporting

4. Customers want reports on how they are doing compared to their peers

5. Incident response process maturity

• All by hand

• Ad hoc (in-house) scripts

• Hands on automata (abuse specific ticketing system)

• Hands off automata

Some Closing Remarks



Telephone: +358 9 6966 510

E-mail: cert@ficora.fi

WWW: www.cert.fi

CERT-FI alerts and advisories are 

available in Finnish via:

• E-mail

• SMS (subscription fees apply)

• web pages

• RSS feed

• TELETEXT page 848 (YLE)

In collaboration with:


