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CYBER METRICS TODAY 
 Metrics (actionable) or Statistics (interesting)? 
 Clear purpose for metrics – today it’s scrabbled eggs 

 Capability 
 Reduction of attacks 
 Reduction of individual actions 
 Compliance 

 Begins with taxonomy – still chasing the pieces and 
parts 

 Real failure – the data – the collection – very subjective 
 No Actionable Results  

 Understanding the scope of an incident 
 What is the ultimate goal of the incident 
 Less to do with individual events – everything to do with 

patterns 
 







Approximately 400,000 to 500,000 hosted 
threats on average were observed each 
month from February to October 2011. The 
top three regions in terms of hosted threats 
were the United States, Europe and the 
Greater China Region 
 
For most of this period, the US led with the 
highest number of hosted threats, seeing 
increased observed incidents throughout 
the first quarter of 2011. 



US-CERT Quarterly Trend Report 

NIST 800-61 



NIST Special Pub 800-61 



NIST Special Pub 800-61 continued 



FISMA FY10 



DATA, COLLECTION METHOD, ANALYSIS 

 Subjective 
 Reporting by phone or form 
 Spreadsheets, adhoc reports 
 Report de jour – not purpose  
 Not even statistics 
 Tells us nothing 



CIS METRICS 

Function  Management Perspective  Defined Metrics  
Incident Management  How well do we detect, accurately 

identify, handle, and recover from security 
incidents?  

• Mean Time to Incident Discovery  
• Number of Incidents  
• Mean Time Between Security Incidents  
• Mean Time to Incident Recovery  

Vulnerability Management  How well do we manage the exposure of 
the organization to vulnerabilities by 
identifying and mitigating known 
vulnerabilities?  

• Vulnerability Scanning Coverage  
• Percent of Systems with No Known Severe 

Vulnerabilities  
• Mean Time to Mitigate Vulnerabilities  
• Number of Known Vulnerabilities  

Patch Management  How well are we able to maintain the 
patch state of our systems?  

• Patch Policy Compliance  
• Patch Management Coverage  
• Mean Time to Patch  

Application Security  Can we rely on the security model of 
business applications to operate as 
intended?  

• Number of Applications  
• Percent of Critical Applications  
• Risk Assessment Coverage  
• Security Testing Coverage  

Configuration Management  How do changes to system configurations 
affect the security of the organization?  

• Mean Time to Complete Changes  
• Percent of Changes with Security Reviews  
• Percent of Changes with Security Exceptions  

Financial Metrics  What is the level and purpose of spending 
on information security?  

• IT Security Spending as % of IT Budget  
• IT Security Budget Allocation  

Broad Scope - incident, vulnerability, patch, application, CM, financial 



CIS DEFINITION 



CIS MEASURE 



MAKE UP OUR MIND 
 Compliance 
 Identification of “stuff” 
 System Action 

 Hardening 
 Incident Handling Improvement 
 Mission Protection – hard to do when we rarely know 

what actually happened and what left the house. 
 Reduction of Data Loss 
 Reduction of IP loss 
 Prevention of mission compromise 

 Risk Measurement and Metrics 
 Cart before the horse 
 WHAT IS THE PURPOSE? 

 



PURPOSES 

 Measure the problem 
 Get people to fix things 
 Get people to pay for things 
 Get people to change the way they are doing things 
 See if what you are doing is making a difference 
 Move up in priority 
 Satisfy compliance, IG, GAO, Regulators, the Hill, 

your boss 
 Interesting fodder for the press 



MAKING METRICS ACTIONABLE 

1. Define the metrics program goals and objectives 
2. Decide which metrics to generate 
3. Develop strategies for collecting data that metrics 

will be based on 
4. Develop strategies/models for generating the 

metrics 
4. Establish benchmarks and targets 
5. Determine how the metrics will be reported 
6. Create an action plan and act on it, and 
7. Establish a formal program review/refinement cycle 

 



FAILURE OF CURRENT CYBER METRICS 

 The lack of good estimators of system security.  
 The reliance on subjective, human, qualitative 

(descriptive and subjective – as opposed to 
quantitative – numeric and precise) input.  

 The current acceptance of bad metrics due to lack 
of knowledge 

 Accepted use of very old taxonomy 
 



NEXT STEPS FOR CYBER METRICS 

 Develop Formal Models of Security Measurement 
and Metrics 

 Define both present and historical data collection 
and analysis process 

 Measurement process 
 Actionable Goals and Objectives 
 Examine process regularly to ensure currency 
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