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A few opening thoughts about metrics and
data

* The data you have isn’'t the data you want

— It reflects the past (which may not look like the future)

— It tells you what machines recorded, not what humans thought
 The models we build don’t often yield beneficial results

— Look for the last pattern, which may not be relevant

— Yield high false alarms, then become irrelevant

— Don'’t represent causality, and therefore limit countermeasures
 Most SME’s have limited expertise

— Expert pool is limited to IT domain

— Experts are biased towards being presented with evidence (post
Incident) vs. representing their knowledge (pre-incident)

Developing an Insider Threat Management System requires
predictive analytics that consider pattern of life data — credit, public
records, employment, social — in addition to computer and network
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Technological and social components
necessary for a truly hardened cyber system
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Model-driven approach
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Model untrustworthiness by monitoring
characteristics tied to illicit behavior

« Layers of prioritization is key to modeling
ambiguous concepts

— prioritize concepts
— prioritize data
— prioritize results
* Model design can facilitate or inhibit prioritization

— data driven approach
— model driven approach
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SME Engineered Model
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Digital Sandbox modeling process
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Continuous Evaluation Process
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Discuss
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